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Abstract - The high rate of development of digital financial
services has increased the vulnerability of financial systems
to fraud. Despite the effect of traditional machine learning
models on fraud detection, it is often not flexible and
transparent to the evolving financial landscape and
regulatory requirements. This research paper is a
description of a new way of detecting financial fraud and is
more effective than the previous one. It uses the Kaggle
credit card data that comprises over 284,000 transactions
vet only 492 frauds. The data set was preprocessed in
different ways, like label encoding, Min—Max normalization,
PCA-based feature selection, SMOTE balancing, and other
methods, and then the models were trained. Two significant
models, Decision Tree and Multilayer Perceptron, were
developed and compared with the existing models (GBM,
ANN, LR, NB) on the measurements of accuracy (ACC),
precision (PRE), recall (REC), and Fl-score (F1). MLP
performed optimally with the highest accuracy of 99.52%
and the DT model performed optimally in recall and FI-
score since it could effectively detect fraudulent cases. SHAP
and LIME were the keys to explaining the determinants of
the model processing by the use of explanatory Al
technologies. Overall, the results revealed that the accuracy
of predictions and reproducibility are the cornerstones of
building effective fraud detection systems in the finance
sector, where the real-life context is vital.

Keywords - Explainable Al, Fraud Detection, Financial
Security, Artificial Intelligence, PCA, Machine Learning.

1. Introduction

The rapid advancement of financial transactions as e-
commerce and digital money transfer has revolutionized the
financial systems of the modern world. Such innovations have
dramatically helped in improving corporate management,
reduced the cost of operation, and the productivity in general
[1][2]. As more businesses and organizations begin to
embrace electronic financial transactions, the transition to
digital versions has dramatically changed the way financial
transactions are carried out [3]. This online revolution has,
however, placed financial systems in novel and developed
dangers as well, especially, with cybercrimes and fraudulent
endeavors [4]. Financial fraud threatens the stability of the
world economy in addition to creating enormous losses for
individuals, governments, and businesses [5][6]. Bank
account fraud is among other types of financial fraud that is
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more challenging to detect and prevent. In comparison with
CCF [7], where abnormal transactional behavior can be easily
detected early, bank account fraud is more covert, as it can be
conducted by illegal transfers of funds, account hijacking, or
identity theft, resulting in the establishment of new fraudulent
accounts [8][9].

The unapproved use of an account to carry out
transactions without the knowledge of the bank authorities or
the account's actual owner is known as credit card fraud
(CCF). the necessity of taking the appropriate safety
measures when conducting these transactions in order to
prevent these frauds. Furthermore, the bank authorities need
to use state-of-the-art technology to foresee these robberies
and alert their customers beforehand. Financial institutions
are now using Al to apply in a wide range of solutions,
algorithmic trading, customer care and portfolio optimization
[10]. The capacity of Al systems to assess massive amounts
of organized and unstructured data has changed the nature of
data-driven decision-making in banking.

Predictive models powered by Al are also able to identify
complex, non-linear relationships that would otherwise go
unnoticed by conventional statistical tools in data which
results in more precise forecasting [11], more transparent
decisions and better risk management. Also, the Al-based
fraud detection methods are not transparent and are black-
box. In such a serious application like bank fraud detection,
there must be the requirement that the Al system be accurate
and reliable [12]. The suggested based banking fraud
detection. fraud detection technique is proposed to address the
concern on the basis of the integrate Explainable Al (XAI)
frameworks [13][14]. Most of the financial institutions today
are operating centralized machine learning (ML) systems,
where they train their own models using proprietary data to
identify potentially fraudulent behavior. The financial
industry has continued to favor this centralized approach
because of its effectiveness in analyzing a collection of data
and identifying the underlying patterns in the transactions.

1.1. Motivation and Contribution

This research is motivated by the rise and advancement of
financial frauds in the digital age that is threatening
organizations, financial institutions, and customers in a major
way across the globe. The old systems based on rules are
sometimes incapable of identifying intricate and dynamic



fraudulent trends resulting in huge losses. Therefore, there is
a dire need to have a smart, data intensive solution that
capable of detecting fraudulent transactions on the spot.
Through its application of ML algorithms and useful feature
selection algorithms such as PCA, this paper create a
powerful and efficient fraud detection model that can work
with big, unbalanced datasets and enhance the overall
detection ACC wusing ensemble learning. This study
contributes in a number of ways as enumerated below:

e An actual dataset of CCF was obtained on Kaggle to
create the most practical and realistic estimation.

e The data has undergone an elaborate preprocessing
pipeline such as label encoding, Min max
normalization, PCA and SMOTE to handle the
enhancement of the performance of fraud detection.

e Developed the suggested DT and MLP to take
advantage of their complementary characteristics,
leading to improved fraud detection ACC, stability,
and generalization.

e Evaluated the model on a set of overall evaluation
measures, such as ACC, PRE, REC, F1, and ROC-
AUC to provide a complete and credible performance
evaluation.

e The use of explainable Al methods, including LIME
and SHAP, led to the interpretation of the model
decisions and enhancement of the aspect of
transparency.

e Provided a systematic workflow and methodology
applicable to real-world financial fraud detection and
other anomaly detection domains.

1.2. Justification And Novelty

The requirement for reliable fraud detection systems that
can manage complicated and skewed financial transaction
data served as the impetus for this project. The traditional
approaches tend to rely on one model and limited number of
features, which may lead to reduced detection rate and loss of
real cases of fraud. The current solution to these issues is the
use of PCA to extract features and SMOTE to balance
classes. This innovation is in the fact that the models of DT
and MLP are adopted that demonstrate high ACC, stability,
and excellence in the real world. More so, the usage of LIME
along with SHAP improves the interpretability thus, making
the model more transparent and making it more amicable to
use in financial practice.

1.3. Organization of the Paper

The paper on Fraud Detection is structured in the
following manner: Section II provides the related work on
financial fraud detection and ML, the dataset and suggested
model are described in Section III, the experiment's results
are presented in Section IV in terms of comparative
performance analysis, and the study's conclusion is presented
in Section V along with a summary of its key conclusions and
recommendations for future research.

2. Literature Review

A critical assessment and examination of significant
research papers performed on the issue of Financial Fraud
Detection Systems were conducted to enlighten and improve

the basis of this research. A summary of the recent works in
this area is provided in Table I below which states the
proposed models, data sets employed, main findings and the
challenges faced.

Azad et al. (2025) utilized to optimize the model's
parameters and enhance prediction performance through
hyperparameter optimization. They were predicted using a
soft voting ensemble method using three machine learning
models: RF, KNN, and DT. Each model underwent
independent training. With an outstanding ACC of 99.96%
and an F1 of 99.84%, the ensemble model outperformed all
individual classifiers. SHAP was created in an effort to
increase the model's transparency by comprehending each
feature's contribution and increasing the transparency of the
decision-making process [15]. The predictions Sariat et al.
(2025) Using a dataset of fictitious mobile money
transactions based on PaySim, a simulator that collects actual
financial data from an African country's mobile money
provider. used and assessed RF, LR, and XGBoost, three
popular ML algorithms. Three ML models were put through
rigorous testing to see how successfully they identified fraud:
(i) The RF Classifier proved to be the most dependable
classifier, with an outstanding AUPRC 0f 0.9998 [16].

Kasoju and Vishwakarma (2024) trained on the artificial
PaySim mobile money transaction dataset, takes advantage of
the adaptive property of DRL to constantly train and refreeze
its fraud detection models as transactional patterns vary.
Simultaneously, the use of XAI ensures transparency and
fosters trust by offering understandable insights into the
decision-making process. With an ACC of 99.5% and an F1
of 99.0%, the suggested model performs better than
conventional fraud detection methods [17]. The aim
Dhasaratham et al. (2024) processed to perform data scaling
and remove the duplicates. The data is sampled using
SMOTE for solving data imbalance issues. The relevant
features are extracted using Residual Network (ResNet)
followed by the feature selection by ABIF method. The final
EML based trained FFD model is used for detecting the
frauds which resulted in the overall detection ACC 99.76%,
PRE of 98.64%, REC 0of 98.02%, and f1 of 97.45% which are
superior when compared to the existing FFD models namely
RUS+XGB and LR-RF [18].

Rallapalli, Hegde and Thatikonda (2023) offer a novel
method for identifying financial fraud by fusing the bio-
inspired optimization strategy with a two-stage ESVM. To
guarantee data balance, the dataset is initially preprocessed
using the Bird Mating Optimization Algorithm (BMOA) in
three phases. Lastly, throughout the fraud detection process,
classification is done using Latent Variable SVM (LV-SVM)
and Least Square SVM (LS-SVM). Additionally, a
comparison study has been carried out between the proposed
method and the existing methodologies. The suggested
approach successfully identified fraudulent transactions with
an ACC of 98% when compared to the most advanced
techniques [19].
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Maurya and Kumar (2022) require financial firms to
regularly update and enhance their models. Credit card
transaction fraud was identified using machine learning
techniques, albeit real-time data processing might be
challenging. To increase the model's effectiveness and ACC,
blockchain technology and machine learning are being
combined. Using the FEthereum dataset, the suggested
approach use machine learning techniques to detect and
prevent fraudulent transactions. For the given dataset,
XGBoost has the greatest ACC (99.21%) of all classifiers
[20]. Thus Islam et al. (2022) The ACC was displayed using
XGBoost classifiers with SmOTE, GbM, Baseline logistic
regression, Adaptive Synthetic Sampling Method (AdAsYn),
LR, and LgBm. Finally, this research study reminds that
0.1731% of the dataset under study is fraud. The results and
findings are supported by actual transactional data provided
by a major European card processing company [21].

Research gaps: Even though ML and ensemble-based
methods of fraud detection have made major progress, there
are still gaps in research that have not been filled. The
majority of the current literature is based on artificial or
stagnant data, and thus it is not applicable to the dynamic
real-life financial setting. Although these models like the RF,
XGBoost and NNs have high ACC, they may not be very
interpretable and may not be flexible to the changing fraud
trends. Furthermore, few approaches effectively integrate
real-time detection capabilities with explainable Al
frameworks. Optimization techniques and hybrid models
have shown promise, yet their computational complexity and
scalability issues persist. Thus, intelligent, understandable,
and adaptable fraud detection systems that can efficiently
manage enormous volumes of real-time financial data are
desperately needed.

Table 1: Recent Studies on Financial Fraud Detection Systems using Machine Learning Techniques
Author Proposed Work Results Key Findings Limitations & Future
Work
Azad et al. Addressed data imbalance using | Accuracy: 99.96%, Soft voting ensemble Could explore larger
(2025) SMOTETomek, optimized F1-Score: 99.84% | outperformed individual | datasets and real-time

model parameters with
GridSearchCV and PSO, and
combined DT, KNN, and RF
using a soft voting ensemble.

classifiers; SHAP used
for explainability and
transparency.

fraud detection for
scalability.

Sariat et al.

XGBoost, LR, and RF were

AUPRC: 0.9998

Feature engineering

Future work could

(2025) used to create a fraud detection (Random Forest (error balance involve real-time
framework for mobile money best performer) calculations) enhanced detection and deep
transactions utilizing PaySim fraud detection learning integration.

data. accuracy.
Kasoju and Integrated Deep Reinforcement | Accuracy: 99.5%, DRL improved Could be extended for
Vishwakarma Learning (DRL) with F1-Score: 99.0% adaptability; XAl large-scale, real-time
(2024) Explainable AI (XAI) for increased applications and multi-
adaptive fraud detection on interpretability and platform use.
PaySim dataset. trust.
Dhasaratham et | Combined ABIF with Ensemble | Accuracy: 99.76%, Outperformed Future work may

al. (2024) ML (RF + AdaBoost) after Precision: 98.64%, | RUS+XGB and LR-RF involve testing on
SMOTE balancing and feature Recall: 98.02%, models; effective in real-world datasets
extraction via ResNet. F1-Score: 97.45% feature selection and and optimizing
fraud detection. computational
efficiency.
Rallapalli, Proposed a two-stage Ensemble Accuracy: 98% BMOA improved data Could integrate other
Hegde & SVM (ESVM) optimized using balancing and ESVM bio-inspired
Thatikonda Bird Mating Optimization enhanced classification algorithms and deep
(2023) Algorithm (BMOA) for accuracy. learning approaches.
balanced data classification.
Maurya & Combined Blockchain with ML | Accuracy: 99.21% Blockchain improved Future work could
Kumar (2022) for secure fraud detection using (XGBoost best transaction security; focus on scalability
Ethereum dataset; compared performer) XGBoost achieved and integration with
multiple ML models. highest accuracy. live financial systems.
Islam et al. Compared multiple ML models | Fraud represented Sampling and Could explore
(2022) (Logistic Regression, XGBoost, 0.1731% of optimization enhanced ensemble or deep

GbM) using SMOTE and
ADASYN on real-world
European card transaction data.

dataset; improved
performance with
resampling.

model accuracy on

highly imbalanced data.

models for improved
precision and recall.
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3. Research Methodology

The Financial Fraud Detection methodology proposed
and depicted in Figure 1, starts with the CCFD dataset and
then moves through the data preprocessing steps of the
dataset by removing the unnecessary identifiers and applying
label encoding. Min-Max scaling, where PCA is used for
selection. To undo the effects of class imbalance, SMOTE
produces artificial samples, and subsequently, the data is split
into training and testing sets. Finally, DT and MLP models
are trained, and their performance is measured by ACC, PRE,
REC, Fl, and ROC, allowing for obtaining trustworthy
results for detecting fraudulent cases.

Min-Max Normalization

¥

Feature selection using PCA

Label
encoding

Removing
Unnecessary
Identifiers

Data splitting

Training

Data balancing with
SMOTE

Model evaluation Accuracy,
Precision, Recall, F1 score and

Testing ROC

Implement proposed
DT, MLP models Results
\

Fig 1: Proposed flowchart for Financial Fraud Detection
Systems using machine learning

3.1. Data Gathering and Analysis

A publicly accessible CCF detection dataset on Kaggle
provided the dataset used in this investigation. The dataset
includes credit card transactions from European cardholders
in September 2013. Only transactions that took place within
the last two days are included. 492 of the 284,807
transactions were determined to be fraudulent. Every
transaction was categorized as authentic or fraudulent. The
type of card used, the transaction amount, and the transaction
time are among the 31 attributes in the dataset. The following
data visualization heatmaps were utilized to look at feature
correlations, attack dispersion, etc:
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Fig 2: Correlation Matrix Heatmap for Financial Fraud

Detection

The correlation heatmap depicted in Figure 2 gives us
insight into the interrelation among the various features in the
dataset. The majority of the features are almost independent
of each other since their correlations are nearly zero.
However, there are two robust correlations: the zip code is
negatively correlated with latitude and merchant latitude,
which is quite logical as the fields related to location are
bound to be interdependent. The fraud indicator is not reliant
on any particular variable to a great extent but does
demonstrate a marginal positive correlation with the
transaction amount.

3.2. Data Pre-Processing

The CCF Detection Dataset was utilized for data preparation,
which included concatenation, data cleansing, and feature
engineering. The preprocessing phase involved removing
irrelevant identifiers, and performing data leveling and
normalization. The summarization of the major preprocessing
processes is as follows:

3.2.1. Removing Unnecessary ldentifiers

Eliminating superfluous identifiers entails removing or
changing both directly identifiable information, like names
and addresses, and indirectly identifying information, such
certain dates or geographic details. Various approaches can be
applied, including eliminating personal information on a
search page, de-identifying a dataset to conduct research, or
removing unnecessary structure identifiers in a database.

3.2.2. Label Encoding

Label encoding is a data preparation technique that
assigns a unique number to each category, converting
categorical data into numerical data.

3.3. Min-Max Normalization

The records were normalized with the MinMax scaling
technique to limit all the values of the features in the range 0
to 1. This was carried out to enhance classifier performance
and reduce the impact of outliers. The mathematical
expression below was used in normalizing (Equation 1):
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¥ = X=Xmin
Xmexr—Xmin
The feature's initial value is represented by X, its
minimal value is represented by X;,, its maximum value is
represented by X ..., and X'is normalized.

3.4. Feature selection using PCA

The selection of the features was used to determine and
retain the most important attributes that can help to detect
fraud correctly and remove redundant or irrelevant features.
This boosts the efficiency of the models, minimizes
overfitting, and the performance of the predictors. According
to the PCA characteristics, the majority of them have a
conventional normal distribution with a standard deviation of
one and a mean of zero. However, certain features include
outliers or skewed distributions that could impact how well
particular algorithms work. Figure 3 highlights the most
important features found using PCA. The transaction amount
is the strongest indicator of fraud, followed by transaction
time and merchant location. In contrast, details like zip code
and credit card number add little value. Consequently,
significant clues of fraud can be the points at which funds
were spent, the extent of the resources spent and the time
frame.

Top Most Important Features

cc_num
zip
city_pop
first
city
last
job
street
dob
trans_num
merchant
day
merch_lat
merch_long
hour
unix_time
category

amt ‘ : . :

0.00 0.05 0.10 0.15 0.20 0.25 0.30
Importance Score

Fig 3: Bar graph of the PCA Features

Features

3.5. Data Balancing using SMOTE

Data balancing is a preprocessing step used to resolve
class imbalance in datasets. It ensures that each class has a
comparable number of samples, minimizing model bias.
Typical strategies include oversampling minority courses and
under sampling majority classes in order to improve ACC,
stability, and equity. SMOTE produces a more balanced
dataset and improves model generalization by generating
fresh instances for the minority class rather than replicating
the existing data.

Count Plat Graph after Data Balancing

Count plat graph for target column

g o) § e
8 8

e 0000

1g00d L

@ i ° o H
Class Class
Fig 4: Bar Graph of Class Distribution before and After
SMOTE

The SMOTE, a method for dataset balancing, caused the
alteration in class distribution as depicted in Figure 4. The
original data set was largely non-fraud cases that the model
would have trouble learning if fraud were to be detected.
With SMOTE in place, both classes are at 50% which helps
the model significantly in detecting the fraud cases. This
balancing factor is the most important for boosting ACC and
eliminating bias during the training process.

3.6. Data Splitting

The original class distribution was preserved by splitting
the data into training and testing subsets at an 80:20 ratio.
The best intrusion detection model was determined by
evaluating its performance on the testing set after predictive
models were developed using the training data.

3.7. Financial Fraud Detection Using DT and MLP Models

The analysis in this part focuses on the Decision Tree
(DT) and Multilayer Perceptron (MLP) models performance
concerning financial fraud detection. Their classification
metrics, which are the most important ones, are used to assess
the models and finally to conclude about their practical usage.

3.7.1. Decision Tree (DT)

A DT is a supervised machine learning technique for
classification and regression. In order to create a tree-like
structure, it groups the data recursively based on feature
values. Internal nodes indicate an attribute choice, branching
communicates the decision's conclusion, and leaf nodes
reflect a final prediction [22]. The measures used in the
algorithm to pick splits include the Gini Index, Information
Gain or Entropy and this is to ensure that the splits produced
are the purest. Decision Trees are easy to understand, less
data preprocessing is needed and they are able to capture a
complex nonlinear relationship in data.

The splitting criterion in mathematical form is expressed
in Information Gain (IG) in Equation (2).

16(D, 4) = Entrapy(D) -
Zusb’cfuesl.-l' % X Ent mpj"(Du]

In which D is the dataset, A is the attribute to be used to
split the dataset, I, is the subset of D where attribute A has
value v and Entropy (D) is a measure of the impurity of the
data. The systematic application of this process enables the
Decision Tree model to acquire an interpretable structure that
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is effective at separating different classes; thus, useful in
intrusion detection and other classification problems.

3.7.2. Multilayer Perceptron (MLP)

An MLP is a kind of feedforward artificial neural
network that consists of an input layer, one or more hidden
layers, and an output layer. Each neuron in a layer is
connected to every other layer's neuron, and each
connection's weight is changed during training to reduce
prediction error [23]. The MLP looks for nonlinear
relationships between input variables and output goals using
nonlinear activation functions like Tanh, Sigmoid, and ReL.U.
It is trained using the backpropagation approach, and the
gradient of the loss function is utilized to modify its weights.
MLPs can be used to perform pattern recognition, regression
and classification tasks with great efficiency.

Equation (3) is the mathematical expression of the neuron
output in an MLP.

y = F s wix + )

The input features are x;, where f() is the activation
function, b is the bias term, and w; is the weight. The MLP
model is able to learn hierarchical feature representations on
numerous layers making it an effective model in learning
nonlinear patterns and can be used in more complex scenarios
in intrusion detection as well as other predictive modeling
tasks.

3.8. Evaluation Metrics

Validation ACC, PRE, REC, and F1 were used to
evaluate the classification performance of the proposed model
because they are optimal metrics to evaluate models on a
balanced dataset. Their performance was also measured based
on standard performance indicators after the training and
evaluation of different ML models using baseline algorithms.
These basic parameters are used to come up with complete
performance measures, which are mathematically expressed
in Equations (4) to (7).

TP +TH
Accuracy = oo )
Precision = —F 5
recision = —— )
Recall = —— 6
EC = TDLEN (6)

Fl —score = 2 » (precision «recall

O]

[precizion +recall)

ACC determines the fraction of right predictions;
therefore, it is applicable to balanced data sets. The positive
predicted value tells the number of predicted positives that are
actually correct, and the sensitivity reveals the number of real
positives that have been detected. PRE and REC have been
combined into one measure called the F1-score, which, in the
case of imbalanced classes, can be considered a balanced

metric. ROC curves demonstrate the interdependent relation
between true and false positives. Overall performance of

classification can be summed up by AUC. The model is made
easier to understand by applying XAl techniques like SHAP
and LIME. SHAP use Shapley values to quantify the
contribution of the input characteristics and provide a deeper
understanding of the model decision-making process, while
LIME wuses local surrogate models to explain specific
predictions.

4. Results and Discussion

The experimental setup and performance assessment of
the suggested model for training and testing are covered in
this section, with a focus on its computational effectiveness
and efficiency. Google Colab and a desktop computer
equipped with an Intel Core 17-5500U processor and 16 GB
of RAM were used for the research. The findings indicate that
the models are equally in fraudulent activity detection. And
the Table II illustrate the MLP takes the lead over DT in ACC
(99.79%) and PRE (99.16%), whereas DT has the upper hand
in REC (99.40%) and F1 (99.78%). the MLP turns out to be a
better predictor, whereas the DT model is more skilled in
revealing fraudulent cases and managing PRE and REC all of
which are pluses for explainable Al in situations where
decision-making is critical.

Table 2: Classification results of the proposed model,
Financial Fraud Detection Systems using CCFD Dataset

Measures DT MLP
Accuracy 98.79 99.52
Precision 99.16 99.59
Recall 99.40 98.44
F1-score 99.78 99.52

Decision Tree Confusion Matrix MLP Confusion Matrix

True Label
True Label

- -

0 1 0 1
Predicted Label Predicted Label

Fig 5: Confusion Matrix for Proposed DT Model

The confusion matrices of the Decision Tree and MLP
models for fraud detection are depicted in Figure 5. The
Decision Tree classifier was able to correctly identify all
362,742 verified non-fraud incidents and 365,537 fraud cases,
but the MLP classifier was not only able to do so, but it also
topped the Decision Tree by the correct classification of
366,592 non-fraud cases and 367,010 being fraud. Moreover,
the MLP model had a lower count of misclassifications,
making 1,539 wrongful predictions while the DT model was
responsible for 3,012 errors. These results demonstrate the
MLP model's superiority in identifying patterns in the data
and, consequently, its greater fraud detection ACC.
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ROC Curve Comparison
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~——— MLP (AUC = 1.0000)
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0.4 0.6
False Positive Rate (FPR)

Fig 6: ROC Curve Comparison between Decision Tree
and MLP

0.8 1.0

Figure 6 shows a comparison of ROC curves for the DT
and MLP models. The MLP model excels among the two by
receiving a perfect AUC score of 1.0000 which indicates it
nearly faultlessly differentiates between fraud and non-fraud.
The DT also scores high with an AUC of 0.9975 however
MLP’s curve still gets nearer to the ideal top-left corner
implying there are lesser FP and overall prediction quality is
better. This highlights the MLP model as the more reliable
choice for fraud detection.

SHAP Summary Plot
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Fig 7: SHAP Summary Plot

The global average influence of various characteristics
on the size of the model's output for a binary classification
task (Class 0 and Class 1) is displayed in Figure 7's SHAP
Summary Plot. The features' overall significance to the model
is indicated by ranking them according to their average
absolute SHAP value (x-axis). With the biggest average
influence on the model's forecast magnitude for both classes
and a marginally higher impact on Class 1 (red) predictions,
the feature ratio to median purchase price is by far the most
significant. The next most important features are
distance _from home and online order, whilst
used pin number and repeat retailer have a negligible
average influence on the model's output magnitude.

Local explanation for class Fraud

amt > 0.03

city pop > 0.01

gender <= 0.00

0.00 < cc_num <= 0.00
0.50 < day <= 0.83

0.65 < hour <= 0.96
street <= 0.27

0.47 < zip <= 0.68

job > 0.78

0.43 < merch_lat <= 0,48

-0.04 -0.02 0.00 0.02 0.04 006 0.08
Fig 8: LIME Explanation for Fraud Prediction

The local explanation for fraud prediction is illustrated in
Figure 8 and it shows the influence of certain factors on a
particular choice. The transaction amount being over 0.03 is
made clear and it is indicated that the fraud probability is
considerably higher in this case. On the other hand, features
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like city population and street information reduce the chance
of it being classified as fraud. Other details such as time of
transaction, zip range, and merchant location also play
smaller roles.

4.1. Comparative Analysis

The performance of various ML models in the field of
financial fraud detection is hinted at in Table III. The models
GBM, ANN, LR, and NB exhibit inconsistencies in their
findings on REC and F1, especially the actual fraud cases,
despite their strengths in the ACC component. On the other
hand, the results of the proposed DT and MLP models are
much stronger and balanced. The ACC of the proposed DT
reaches 98.79 and the PRE and the REC are almost perfect,
whereas the MLP proposed is more accurate with 99.52%
ACC and reliable REC rates. These findings suggest that the
proposed models are unsuitable for real-world fraud detection
applications since they are less predictable and reasonable.

Table 3: Comparison of Different ML and DL Models for
Financial Fraud Detection Systems

Model Accuracy | Precision | Recall | F1-
score

GBM[24] 95 91 87 89
ANN][25] 96.14 95.74 96.55 | 95.50
LR [26] 95.87 89.11 60 71.71
NBJ[27] 98.1 84.9 6.83 | 12.65
Proposed 98.79 99.16 99.40 | 99.78

DT
Proposed 99.52 99.59 98.44 | 99.52
MLP

The suggested DT model, has the benefit of being easily
interpretable, so that the paths of the decisions can be easily
understood and the fraud can be easily detected. On the other
hand, because the proposed MLP model can recognize and
record nonlinear correlations in the data, it provides a stronger
prediction capacity. These models are complementary to one
another since they are interpretable and very accurate in
classifications.

5. Conclusion and Future Study

The increase in credit card fraud, which causes yearly
losses of billions of dollars, poses a major challenge to the
security and trust of electronic payment systems. The CCF
has been an immense deterrent against the security of the
financial systems, hence why detection models that are both
accurate and trustworthy are of paramount importance. This
research made use of a real Kaggle dataset to assess different
machine learning models including GBM, ANN, LR, NB as
means of effectively identifying fraudulent transactions.
Amongst all, the proposed MLP model had the highest
performance with an ACC measure of 99.52% whereas the
DT model was credited for its strong interpretability and thus
it did score 99.78% on F1 being that it was able to detect
actual fraud cases with reliability. In spite of these results
being indicative of significant improvements over the
previous models (GBM: 95%, ANN: 96.14%, LR: 95.87%,
NB: 98.1%), there are still some issues like having a dataset
of only two days, a lack of real-time evaluation and cross-

domain validation. The overall findings indicate that the
suggested models especially MLP possess numerous
potentials in actual application within financial fraud
detection systems without compromising transparency,
strength, and dependability. Future studies might concentrate
on the assessment of the models using bigger and real-time
financial datasets and checking their versatility in various
domains. The most sophisticated ML and DL methods like
RF, XGBoost, LSTM, CNN, and hybrid ensemble models
will be the ones to experiment with in order to significantly
improve detection ACC, stability, and robustness in the
stressful case of frauds.
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