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Abstract - The use of cybersecurity threat detection systems
that were previously effective is becoming a thing of the past
as a result of the spread and complexity of cyberattacks. This
study suggests the CNN-LSTM architecture and the CIC-
IDS2017 dataset as the foundation of the hybrid deep
learning threat detection model. The extensive data
pretreatment that is practiced by the offered technique to
address the problem of severe imbalance between classes is
covered by data cleaning, feature extraction, normalization,
label encoding, and class balancing based on the Synthetic
Minority Over-sampling Technique (SMOTE). After the 80:
20 split of the processed data into training and testing
samples, the performance of the model is evaluated on
standard indicators, such as as accuracy (ACC) and
precision (PRE) and recall (REC), F1-score (F1) and ROC-
AUC. With a 99.6% ACC rate, 97.5% PRE, 97.0% REC,
98.0% F1, and 0.99% ROC-AUC, the suggested CNN-LSTM
model outperforms the state-of-the-art. The hybrid
architecture has been effectively compared to other models
due to its flexibility to large as well as real-time network
intrusion detection systems.

Keywords - Deep Learning, Threat Detection, Cybersecurity,
CNN-LSTM, Smote.

1. Introduction

Digital infrastructure has made life easier, however it has
also shown many inadequacies. Malevolent actors and nation-
state actors as well as cybercriminals have shifted their
interest to the critical infrastructure, such as energy,
transportation, healthcare, banking, and government. The
attack surface has expanded significantly with the rapid
technology advancement with the help of the 10T and cloud
computing [1][2]. In this study, Explore how behavioural
analytics can transform cyber threat intelligence (CTI), into a
preventative defensive [3][4]. The cybersecurity environment
is dynamic and thus it associates significantly with the nature
and intensity of threats that are suffered by organizations.
With the growth of the digital space and its interconnection,
cyber threats have evolved into sophisticated forms, and their
impact on classic reactive strategies is not enough [5][6].
Conventional methods of network security, though
indispensable, are not withstanding the emergent and new
threats. This is where the specialization in the direction of
preventing security measures rather than reactive measures is
relevant to prevent the occurrence of risks before they can
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develop into serious threats [7]. The new direction of the
research is to improve network security through machine
learning-based threat intelligence[8]. This is aimed at
identifying suspicious activity pattern that may be harbingers
of cyber threats before turning into attacks[9].

The spread of cyber threats has led to the creation of
game changing technologies such as Al and ML that can be
used to complement traditional security with proactive threat
intelligence, predictive analytics, and automated response
systems [10]. This is because Al driven cybersecurity
solutions provide a paradigm shift in terms of combating
cyber threats by organisations by relying on adaptive
learning, pattern recognition, and real time data
analysis[11][12]. Finding new threats, such as a zero-day
vulnerability that regular signature-based security systems
cannot detect, is done through behavioural analysis and
anomaly detection by artificial intelligence (AI)[13].

The Al application in cybersecurity is not confined to the
detection and prevention of threats. Utilising NLP, cutting-
edge Al-powered solutions examine threat intelligence
reports, identify harmful messages, and detect phishing
attempts [14][15][16]. By automatically detecting suspicious
activity and responding to potential dangers before they may
cause damage, deep learning systems improve network
security. Biometric authentication, fraud detection, and risk
assessment are a few other ways Al can be utilised to
strengthen security measures in many areas.

1.1. Significance of the Study

This work is important as it helps to improve the network
intrusion detection by overcoming the complexity and
disbalance of the real traffic on the network. The suggested
framework outperforms other threat detection methods based
on a hybrid CNNLSTM design that is capable of identifying
the spatial and temporal features of network flows in a single
network thereby yielding high-ACC and dependable threat
detection. The minority attack detection is greatly enhanced
by the use of massive data preprocessing and class balancing
using SMOTE, and the number of false negatives is
minimized, which is a severe security risk. The high ACC and
ROC-AUC have proven the practicality of the model as a
system used to detect intrusions in real-time and at scale
hence it is a useful contribution to enhancing the resilience of



current cybersecurity infrastructures against more advanced
forms of cyber threats.

1.2. Contributions of this study
This research has made the following key contributions:

e The CIC-IDS2017 data is heavily preprocessed, with
data cleaning, feature extraction, normalization, label
encoding.

e The model enhances detecting ACC by merging
spatial features learnt by CNN with temporal
dependencies learnt by LSTM.

e Improved the model's capacity to learn minority attack
patterns by using SMOTE to rectify the imbalance
between attack and normal traffic classes.

e PRE, ACC, REC, F1, and ROC-AUC were the usual
performance metrics used to conduct the experimental
evaluation.

1.3. Justification and Novelty of Paper

The proposed approach is supported because there is a
requirement for more accurate and efficient intrusion
detection systems that can handle the complex and highly
unbalanced data that is connected with network traffic. The
geographical and temporal properties of network flows are
often not embodied by conventional ML and individual deep
learning models, leading to an increase in false alarms and
missed attacks. What makes this work novel is that CNN
models with LSTM models are effectively used with
thorough data preprocessing and class balancing based on
SMOTE using a large dataset of CIC-1DS2017 to learn both
local and long-term correlations. The hybrid architecture
leads to better detection capability and generalization which
make it a powerful and viable solution to the current network
security environment.

1.4. Organization of the Paper

The paper structure is as follows: Section Il reviews
related work on threat detection systems. Section Il details
the data, data preprocessing process and the proposed
structure. Findings of the experiments, performance
comparisons, drawbacks, and future plans are all outlined in
Section 1V. Section V finally concludes the study.

2. Literature Review

In this section, the authors note current advances in intrusion
detection with the help of ML with reference to the following
approaches: oversampling, stacked feature embedding, and
feature extraction to handle large, imbalanced datasets,
enhance the overall work of the system, reduce false alarms,
and improve detection efficiency. Among the latest and most
influential works in this field are:

Alkharabsheh et al. (2025) brings a new Al-focused
cybersecurity system, shifting the defense strategy to the
proactive mode. The system identify, classify, and estimate
cyber threats in real time based on models such as LR, RF
and custom risk score models. This system was simulated
using Scikitlearn and TensorFlow and worked well in various
evaluation measures: ACC 91.011 percent, PRE 92.1 percent
and F1 90.9 percent. [17].

Seetharaman and Yadav (2025) This research introduces
machine learning based approach to identifying and
mitigating cyber threats in 10T scenarios with the focus on
categorizing cyberattacks with the help of the ResNet model.
In a comparison of the framework based on the CICDS 2019
data, ResNet model results in a 99.5% ACC and a 93.3%
AUC, which are higher than more traditional machine
learning models such as FFNN, SVM, and GRU[18].

Dorothy et al. (2024) offers an artificial intelligence
initiative to address the flaws of existing systems, including
non-dynamic rule-based frameworks. The combination of AD
and ML methods provides system adaptability to the
emerging security threats. The threat detection (95% ACC)
and anomaly detection (93% ACC) performance metrics of
the system are highly boosted due to the real-time monitoring
and reaction. The proposed method is better as it has an
improvement over the existing method of 95% ACC, 93%
PRE, and 96% REC[19].

Vadisetty and Polamarasetti (2024) proposes a very
modern experience of preprocessing data prior to applying a
DNN to detect network intrusion in a live environment, as
well as an in-depth evaluation of the traditional machine
learning models. The proposed DNN model helped a lot in
enhancing detection abilities with an AUC of 1.00, ACC of
99.50, and the least misclassification rate among all the
evaluation parameters[20].

Sridevi et al. (2023) suggest a mixed-model approach
that draws from both deep neural networks—which excel at
capturing nuanced behavior—and  feature-engineered
patterns—which can reveal unusual insider activities. In order
to detect unusual insider actions, this model would be
employed. At 96.3%, model was very accurate in its detection
[21].

Malik and Singh Saini (2023) propose the use of
Adversarial/Multi ~ Agent  Reinforcement Learning in
conjunction with Deep Q Learning (AE-DQN). Evaluate
recommendations on two datasets: NSL-KDD and
KDDTest+. The difficulty of reducing an infinite number of
possibilities to a manageable five groups is the subject of this
essay. As a whole, approach achieved an F1 of 79% and an
ACC rate of 80% [22].

Table | presents a comparative overview of recent studies
on threat detection using machine and deep learning
approaches for large and imbalanced datasets, detailing
methodologies, datasets, performance metrics, and limitations
to highlight research gaps and future directions.

Research gap: There are still many cybersecurity
knowledge gaps, despite the fact that current research shows
that deep learning and machine learning substantially improve
intrusion detection and cybersecurity. Works that are
currently available either make use of the conventional
machine learning models or individual deep learning models
that restrict their capability to jointly obtain spatial and
temporal properties of network traffic. Although certain
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methods are very accurate, they value specific datasets (e.g.,
CICIDS2019, NSL-KDD) or specific settings (e.g., loT)
lowering their generalizability. Also, such issues as excessive
class imbalance, false negative minority attack classes, and

the lack of evaluation of hybrid deep learning models are not
thoroughly discussed. Not many studies combine thorough
preprocessing, class balancing, and an all-encompassing
CNNLSTM model on the CIC-1DS2017 data.

Table 1: Comparative Analysis of Al-Driven Cybersecurity Research with Future Work Directions

Author(s) & Focus Area Models Dataset Key Performance Future Work
Year Results
Alkharabsheh Proactive Al- Logistic Scikit-learn, Accuracy > 91%, Extend the framework to
et al. (2025) based Regression, TensorFlow Precision 92.1%, incorporate deep learning
cybersecurity Random Forest, F1-score 90.9% and reinforcement learning
threat detection Custom Risk models for adaptive threat
and forecasting Scoring mitigation and deployment
Functions in large-scale real-world
environments.
Seetharaman & Cyberattack ResNet (Deep | CICIDS 2019 | Accuracy 99.5%, Discover deep learning
Yadav (2025) classification in Learning), AUC 93.3% models that are both energy-
10T environments FFNN, SVM, efficient and lightweight,
GRU making them ideal for
deployment at the edge in
real-time and Internet of
Things devices with limited
resources.
Dorothy et al. Adaptive Al- Anomaly Real-time Accuracy 95%, Incorporate XAl approaches
(2024) driven Detection + Monitoring Precision 93%, to enhance the dependability
cybersecurity Machine Framework Recall 96% and transparency of anomaly
using anomaly Learning detection conclusions.
detection
Vadisetty & Real-time Traditional ML Network Accuracy 99.5%, Investigate hybrid deep
Polamarasetti | network intrusion Models, DNN Intrusion AUC 1.00, Lowest learning architectures and
(2024) detection Datasets misclassification online learning mechanisms
rate to handle evolving attack
patterns.
Sridevi et al. Insider threat and Hybrid Deep Insider Detection Accuracy | Extend the model to multi-
(2023) anomalous Neural Threat 96.3% domain insider threat
behavior Networks with Datasets detection and incorporate
detection Feature temporal behavior modeling
Engineering for early threat prediction.
Malik & Singh Adversarial Artificial NSL-KDD, | Accuracy 80%, F1- Improve classification
Saini (2023) network detection | Enemy-Demon KDDTest+ score 79% performance by integrating
with Q-Network, AE- deep ensemble learning and
reinforcement DQN expanding the approach to
learning modern intrusion datasets.

3. Methodology

The threat detection approach that proposed, based on the
CIC-IDS 2017 dataset, starts with the extensive data
preprocessing, includes data cleaning to eliminate noise and
inconsistency, feature extraction to determine the relevant
traffic characteristics, and normalization to scale features to
equal levels. Label encoding and SMOTE is used to reduce
the class imbalance and enhance the number of minority
attack classes. The processed data is then divided to training
(80%), and testing (20%). The training data is processed
using a hybrid CNNLSTM model whereby the CNN model is
used to extract spatial information about network traffic and
the LSTM is used to learn temporal relationships to achieve a
higher detection ACC. Lastly, the ACC, PRE, REC, and F1
are assessed on the test data and the results are utilized to

categorize the network traffic as an attack or normal one. Fig.
1 shows the flowchart of this methodology.
PROPOSED METHODOLOGY

Deep Learning-Based Threat Intelligence Framework for
Proactive Cyberattack Detection and Mitigation

Data Acquistion
cic

Deep Learning Models

Proactive Mitigation

Fig 1 : Proposed Methodology For Threat Detection
Using CIC-1DS2017 Data
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3.1. Data Collection

The CICIDS2017 dataset, which includes entire packet
payloads and categorised network inputs, was used for the
tests. Eight separate files containing attack traffic data and
five regular days of Canadian Institute of Cybersecurity data
made up the CICIDS2017 dataset.

Number of instances

BENIGN

DoS Hulk
PortScan

DDoS

DoS GoldenEye
FTP-Patator
SSH-Patator
DoS slowloris
Do Slowhttptest
Web Attack

Bot

Infiltration
Heartbleed

Attack Categories

Fig 2 : CICIDS2017 Dataset Distribution By Attack
Category

Fig 2 indicates that BENIGN traffic has the highest
number of two million instances in the dataset. The categories
of the attacks include DoS Hulk, PortScan, and DDoS each
with several hundred thousand samples. On the contrary, such
attacks as DoS GoldenEye, FTP-Patator and Web Attacks are
represented in significantly lower numbers, showing a high-
class imbalance towards benign traffic.

Correlation Heatmap

Features

Features

Fig 3 : Correlation Heatmap Of CICIDS2017 Dataset

The heatmap in Fig 3 offers the correlation between the
network traffic characteristic in the CICIDS2017 dataset. The
color range is between blue (negative correlation) and red
(positive correlation) which show patterns and dependencies
of features. Attributes like the flow duration, the length of
packet and the number of flags are strongly correlated and
assist in guiding the selection of features that are used to
model intrusion detection effectively.

3.2. Data Preprocessing

Data collected from the real world is often imperfect,
noisy, and missing or duplicated values. An essential part of
machine learning is the data preprocessing phase. This step is
essential for cleaning and preparing the initial data set for the
ML model. It is a process, which is used to apply methods to

the original dataset, aiming at simplifying it, removing
characteristics, which do not matter, are incorrect, or
otherwise unnecessary.

e Data cleaning: These records were eliminated in
the further processing; the missing values were
addressed through imputation techniques; and the
outliers were addressed with the help of IQR
approach.

e Feature extraction: Converted raw data into useful
features by examining network statistics, system
logs using n-gram analysis, and malware samples
for behavioral characteristics.

e Data normalization: Addressed the issue of min-
max scaling by standardizing numerical data types
so that they can be scaled together. Equation (1) is
used to derive it:

X — Xmin
X= ——m 8
Xmax — Xmin

3.3. Label Encoding

The process of label encoding [23] can be used with the
model of ML to use numeric values based on the categorical
class labels. As the algorithms used to learn are numerically-
based, categorical labels have to be encoded into integers
when training. Label encoding is a technique in which a
unique class is represented by an integer between 0 and n-1 in
which n is the number of unique classes. As an illustration, in
case the data has 11 classes, they are coded with the help of
integer numbers 0-10.

3.4. Class Balancing using SMOTE

The imbalance in the training data is corrected by the
SMOTE [24]. To make the distribution of classes more fair,
SMOTE generates synthetic samples by extending the
existing examples of under-represented ones rather than
random oversampling. Given its ability to enhance model
learning while decreasing the risk of overfitting due to simple
duplication, this method shines when used to datasets that are
extremely imbalanced.

2.00
1L.75
1.50
1.25
1.00
0.75

Number of instances

0.50
0.25
0.00

BENIGN {
DDoS {
PortScan §
Bot {
Infiltration {
Web Attack {
FTP-Patator
SSH-Patator
DoS slowloris
DoS Slowhttptest
Heartbleed {

Attack Categories

Fig 4 : Balanced Distribution Of Dataset By Attack
Category

As shown in Fig 4, all attack categories, including
BENIGN, DDoS, PortScan, and DoS Hulk, exhibit nearly
equal numbers of instances, each approaching two million.
This balanced distribution indicates the effectiveness of
SMOTE in mitigating class imbalance and supporting robust
model training.
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3.5. Data Splitting
There is an 80:20 split between the pre-processed dataset's
training and testing sets.

3.6. Proposed CNN-LSTM Model

The data is also transformed such that the 1D
convolutional layer can use it as input. There are 64 neurones
in a convolutional layer with a 10-neuron kernel [25][26].
Three hidden layers, a convolutional layer with thirty-two
input values, and a dense layer with seven layers make up the
CNN+LSTM model. The dense layer uses Relu as its
activation function and takes 78 input values, which represent
the dataset's features. The feature extraction and feature
discarding processes are carried out by means of a Maxpool
layer and can feed 64 values into the LSTM layer. The use of
a dropout layer, which removes nodes at random intervals
(every weight update cycle with a chance of 20%), helps to
avoid overfitting. A thick coating appears at last. Incorporated
all of the hidden layers by using the Relu activation function.
The final step of the output layer is to use the sigmoid
activation function.

3.7. Performance Metrics

The model made use of four popular confusion-matrix-based
metrics for evaluating information retrieval: the ratio of
correctly categorised attack flows (TP) to all classified flows
(TP+CF) and the PRE value (Pr), often called the positive
predictive value (PPV) [27][28]. The number of correctly
categorised attack flows (TP) divided by the total number of
flows created for all tests (TP+FN) is called REC (Rc). A
mixture of the Pr and Rc, the F-measure (F1) combines the
two into a single metric. Using (2-6) one can determine the
ACC, also known as the percentage of correct classification
(ACC):

TP

Precision(Pr) = TP+ CF

Recall(Rc) = TP+—FN
2

F1 = _17+i
Pr ' Rc
TP+ TN

ACC = T FP T EN T TN

The variables TP, TN, FP, and FN stand for various
counts: TP for regularly classified instances, TN for
intrusions, FP for normal intrusions, and FN for attacks on
normally classified cases.

4. Result Analysis and Discussion

The studies were carried out in a state-of-the-art
computing environment using a 2X-large virtual machine that
had 64 GB of RAM, 40 GB of disc space, and 8 CPU cores.
The development and experimentation were carried out using
Jupyter Notebook accessed through Anaconda Navigator. The
implementation was developed in Python, leveraging widely
used libraries including TensorFlow, Keras, Scikit-learn,
Pandas, NumPy, Seaborn, and Matplotlib. The suggested
CNN-LSTM model had a ROC-AUC score of 0.99, a REC of
97.5%, a PRE of 97.0%, and an F1 of 98.0%, as shown in

Table Il. A whopping 99.6% adhered. These results
demonstrate that the Hybrid model successfully distinguishes
between malicious and benign network traffic while
maintaining a balanced detection sensitivity and false-alarm
rates.

Table 2 : Evaluation Of CNN-LSTM Model For Threat

Detection On CICIDS-2017 Dataset

Metrics CNN-LSTM
Accuracy 99.6
Precision 97.5

Recall 97

F1-score 98

ROC-AUC 0.99

Confusion Matrix - CIC-IDS 2017 (Cleaned Dataset)

40000
Attack 35000
30000

25000

True label

20000
15000
Benign
10000

5000

Attack

Benign
Predicted label

Fig 5: Confusion Matrix Of CNN-LSTM Model For
Network Intrusion Detection

Hybrid CNN-LSTM Accurac y Hybrid CNN-LSTM Loss

Fig 6 : Accuracy And Loss Curve Graph Of CNN-LSTM
Model

Fig 5 shows the confusion matrix of CNN-LSTM model
when the model is tested on the cleaned CIC-IDS 2017
dataset to detect network intrusion. The model had a high
detection rate of both the attack and benign classes, with
44,390 and 44,626 attack and benign respectively being
correctly classified as either an attack or a benign attack.
Nevertheless, the number of attack samples that were
incorrectly labeled as benign (false negatives) was 1,610,
which is vital in terms of security because they are the
untreated attacks. Also, 1,374 benign cases were wrongly
identified as attacks (FP), which could result in unnecessary
alerts.

The training and validation ACC and loss curves shown
in Fig 6 show that the hybrid CNN-LSTM model's ACC goes
up quickly at first but then levels off as the number of epochs
goes up. Both the training and validation ACC are close to 99,
which proves that the model learns very well and also works
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well in other situations. At the same time, the loss curves are
sharp in the beginning and slightly stabilize at very low losses
with little difference between training and validation losses,
indicating that the optimization is efficient and is not
overfitting.

4.1. Comparative Analysis

This section Table Il provides a comparative
performance evaluation of the available threat detection
models in dissimilar benchmark data sets. The LSTM model
when tested on the CICIDS2017 dataset is able to achieve a
high ACC of 97.67 showing its ability to capture temporal
based attack patterns, but the CNN model on the CICIDS
2020 dataset achieves a relatively lower ACC of 88.6
showing its failure to generalize to complex traffic patterns.
Based on the results of the testing of the ANN model on the
KDD-CUP 99 data, the ACC of 93.99 and comparatively
lower values of PRE, REC, and the F1 are indicative of the
difficulties in the correct identification of the attack and
benign traffic. On the contrary, the suggested hybrid CNN-
LSTM model is much more effective with the highest ACC of
99.6 and the best PRE (97.5), REC (97.0), and F1 (98.0) and
thus the power and efficiency of the model in threat detection
by considering both spatial and temporal features learning.

Table 3 : Performance Comparison of Existing Models
For Threat Detection

Model | Accuracy | Precision | Recall | F1- Score
CICIDS2017
LSTM[29] | 9767 | 9496 | 95 | 09355
CICIDS 2020
CNN[30] | 886 | 867 [ 892 | 879
KDD-CUP 99
ANN[31] [ 9399 [ 81.99 [ 8199 [ 8199
Proposed
CNN-LSTM| 996 [ 975 [ 970 | 980

CNNs are good at extracting spatial characteristics, while
LSTM networks are good at learning temporal sequences;
together, they form a hybrid model that should provide better
threat identification. The model manages to detect much
better and minimize false positives and false negativity
because it successfully captures local traffic trends and long-
term dependencies in the network data. It has a higher ACC,
PRE, REC and F1 indicating a higher generalization,
convergence speed and reliability than the traditional single-
model solution, which is why it is a well-suited solution to
real-time and large-scale IDS.

4.2. Limitations and Future Work

Although the suggested CNN-LSTM-based threat
detection framework performs rather well, some limitations
can still be identified. The model was trained and tested only
on the CIC-IDS2017 dataset, which, despite its
exhaustiveness, does not necessarily reflect the changing real-
world network traffic patterns and zero-day attack cases,
which might constitute a limitation to the generalization.
Moreover, the model proposed has high computational
demands during the training phase due to which it might not
be able to be deployed on resource-limited or edge-based

systems. The next steps in work include the validation of the
framework on various and more recent intrusion detection
datasets, and real-time traffic streams to increase the
resilience and flexibility. The inclusion of online or
incremental learning methods may allow dynamism in model
changes to new threats. Moreover, the XAl techniques would
enhance the model transparency and credibility, whereas the
model optimization and lightweight models would support
the efficient implementation in real-time and large-scale
network security systems.

5. Conclusion

The use of Al in cybersecurity threat detection opens up
new avenues for enhancing detection efficiency and
ACC.This paper proposed a successful hybrid CNNLSTM-
based network intrusion threat detection model utilizing the
CIC-1DS2017 dataset to ensure the ever-increasing intrusion
complexity of networks. The proposed approach provided
high-quality and balanced input data to train the model since
it involved a lot of data preprocessing, such as data cleaning,
feature extraction, normalization, label encoding, and
SMOTE-based class balancing. With a 99.6% success rate,
good PRE and REC, an F1, and a ROC-AUC of 0.99, the
suggested CNNLSTM model outperformed conventional
models in the experiments. The training. validation curves
and the confusion matrix also enabled the affirmation of the
robustness of the model, high capabilities of generalizations,
and low risks of overfitting. All in all, the suggested model is
a stable and scalable model in detecting intrusions in real-
time and in large scopes and provides a better security to the
current networks.
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