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Abstract - The detection of fraudulent credit card
transactions has become more challenging due to the
growing reliance on digital payment systems. This is
especially true in situations with huge financial data
dimensions and major class imbalances. A Convolutional
Neural Network (CNN) based efficient credit card fraud
(CCF) management system is proposed in this paper as a
solution to this problem. The CNN can identify intricate and
non-linear transaction patterns from transaction data.
Experimentation was performed on the European cardholder
credit card fraud data retrieved on Kaggle, which is highly
imbalanced, and it mirrors the real-life behavior of
transactions. Data cleanup, minmax normalization, feature
selection using Principal Component Analysis (PCA), and
class balance using the Synthetic Minority Oversampling
Technique (SMOTE) were all steps in a lengthy data
pretreatment pipeline. The data used for training and testing
were divided 70:30. Used Fl1-score (F1), recall (REC),
accuracy (ACC), and precision (PRE) to measure the
suggested CNN model as well. Based on the experimental
data, the CNN model outperforms some of the existing ML
and DL models with 94.8% ACC, 93.9% PRE, 95.6% REC,
and 94.7% F1. The results back up claims that a CNN-based
system can detect CCF in online payment systems in real-
time and is reasonable, reliable, and scalable.

Keywords - Credit card fraud, Fraud-detection system
(FDS), Electronic transactions, Machine Learning, Deep
Learning.

1. Introduction

The increasing digitalization of financial services has
significantly  improved transaction accessibility and
efficiency, but has also resulted in an outbreak of fraudulent
activities. As online banking, e-commerce, and mobile
payments increase, financial institutions continue to be
threatened by advanced online fraudsters who take advantage
of transaction systems' loopholes[1]. A new level of
convenience for buyers and sellers has resulted from the
meteoric rise of online shopping and payment processing. The
growth, however, has brought with it the problem of online
payment fraud, which seriously undermines the
trustworthiness and safety of these systems. Large sums of
money, damage to one's reputation, and a decline in customer
confidence are all possible outcomes of fraud [2]. This has
made it essential that businesses should develop effective
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fraud detection systems in order to protect their business
activities and clientele[3][4]. The prevalent issue of credit
card fraud (CCF) impacts both consumers and financial
organizations. Online shopping and electronic payment
systems are growing in popularity, giving fraudsters more
chances to take advantage of security holes and commit fraud.

Credit card fraud (CCF) detection, as defined by US law,
is the unlawful duplicate and unauthorized use of another
person's bank account information[5]. Payments made by
non-cardholders result in illegal transactions involving credit
cards or account information. Increased amounts of
fraudulent conduct, especially CCF, have resulted from the
growing popularity of major digital payment networks and
internet banking. The yearly financial losses incurred by
criminals surpass billions of dollars[6][7]. Digital payments
in today's financial institutions require CCF detection to
protect data. The trend away from physical money is already
visible, as all business owners can attest. A common payment
option is eliminated from upcoming transaction methods[8].
As a result, today's payment systems cannot support future
business expansion. Business operations routinely interfere
with cash flow. Payments made with debit and credit cards
are the most popular methods. Businesses must thus update
their environment to accommodate new payment methods.
According to current expectations, things have gotten far
worse than anticipated[9]. A variety of pertinent real-time
issues are involved in the problem of CCF, which includes
class imbalance, idea drift, and verification delays.
Nevertheless, the great majority of existing systems are based
on presumptions that rarely address all of the critical issues of
a fraud-detection system (FDS), such as data mining, genetic
algorithms, Al, fuzzy logic, DL, ML, and so forth[10][11]. In
order to differentiate between legitimate and fraudulent
transactions, CCFD usually use DL and ML approaches to
develop classification models[12][13]. DL algorithms are
discovered to have excellent performance. These algorithms
can handle a variety of tasks when used to address issues with
the help of big data.

1.1. Motivation and Contribution

The motivation for this study stems from the increasing
complexity and frequency of CCF in online payment systems,
which pose serious security and financial threats to both
financial institutions and customers. Conventional fraud
detectors are usually ill-suited to handle highly lopsided data



and are slow to adjust to changing fraud trends. To overcome
this challenge, it is important to come up with smart models
that are data-driven and can detect the rare fraudulent
activities effectively without affecting the performance of the
normal transactions. The study uses sophisticated ML and DL
methodologies, excellent feature selection, and data balancing
strategies to increase the ACC and dependability of fraud
detection systems, eventually making digital financial
transactions safer. This study has a number of contributions to
the study of CCFD on Online Payment:

e Using the SMOTE oversampling method, the Kaggle
CCFD dataset was utilised to tackle the severe class
imbalance issue.

e Used a full-fledged data pre-processing pipeline such
as outlier removal, normalization and missing value
processing to guarantee data quality.

e Used PCA to efficiently reduce model dimensionality
and select features, leading to more ACC and efficient
results.

e Proposed and evaluated an innovative CNN model
that outperformed conventional models in terms of
performance metrics.

o Assessed model performance comprehensively using
several assessment indicators, such as REC, ACC,
PRE, and F1.

1.2. Justification and Novelty

The justification behind this work is based on the fact
that there is a need to get proper and dependable fraud-
detection models that can process high-dimensional and
highly imbalanced online transaction data. The traditional
methods of machine learning can typically be based on hand-
defined feature engineering and demonstrate weak
capabilities to learn sophisticated, non-linear fraud trends.
The suggested CNN-based model is capable of detecting
transactions by automatically learning hierarchical
representations of transaction data. A combination of PCA
and SMOTE also improves model efficiency and class
balance. The innovation is in the successful adaptation of a
convolutional DL structure to structured credit card data, with
the simultaneous balance of improvement in all major
performance indicators.

2. Literature Review

A wide range of significant research studies on CCFD in
online payment systems have been reviewed and analyzed to
inform and strengthen the foundation of this work.

Prajapati, (2025) details a method for detecting financial
fraud using recurrent neural networks on the Kaggle CCFD
dataset, which takes into account the imbalance between
classes and the dimensionality of features. Effective training
and enhanced model performance were ensured by pre-
processing the dataset using methods such as PCA for feature
reduction and SMOTE for data balancing. The proposed
RNN model demonstrated exceptional predictive capability,
achieving an ACC of 99.78%, PRE of 99.73%, REC of
99.79%, and an F1 of 99.76%[14]. Dharma and Latha (2025)

present a hybrid ML method for identifying CCF. The
analysis's dataset was gathered from 284,807 European
cardholder transactions in September 2013. The results of
Hybrid ML methods depend on ACC, PRE, REC, and F1.
Results state that, described model achieves high performance
parameters, ACC, PRE, REC and F1 of 97%,96%,97%,970/0
respectively than other models[15]. Emangusi et al., (2024)
creation of a model capable of reliably detecting CCF is key.
Synthetic minority oversampling has helped with the issue of
class inequality. To assess how well the suggested model
works, compared its f-measure, detection rate, and ACC to
previous research in the field. The results show that the
proposed model is better than the state-of-the-art relevant
models that are already available. It has an F-measure of
0.75976 and an ACC of 0.99924 [16].

Gajakosh et al. (2024) aim to create an SVM model that
can distinguish abnormalities from regular patterns produced
by CSO based on data. The CSO-SVM method, which is
based on unsupervised learning, is employed to efficiently
detect CCF. In comparison to other methods such as DCNN,
and coarse KNN, the applied CSO-SVM strategy delivers
great performance with an accuracy rate of 99.88% [17].
Khanom et al., (2024) propose an optimized RNN for
detecting fraudulent transactions. The RNN model obtained
over 100% ACC, as shown by testing on two public
benchmark datasets. The macro average ACC, REC, and F1
for the first dataset were 0.83, 0.93, and 0.87, respectively.
With an ACC of 99%, macro average PRE of 0.70, REC of
0.89, and F1 of 0.76 for the second dataset, it fared better than
traditional ML models[18]. Mizher and Nassif (2023) provide
two machine learning techniques and a CNN method to tackle
the issue of CCFD. The results indicate that the RF classifier
outperformed other models with an accuracy of 99.7% [19].

Arun and Rajesh (2022) focus on creating the BEPO-
OGRU methodology, which is a feature selection method
based on BEPO and OGRU for detecting CCF. Additionally,
the OGRU-based credit card categorization model
demonstrates the work's uniqueness, which is generated by
using the Harris Hawks optimization (HHO) method to best
choose the GRU's hyperparameters. The BEPO-OGRU
approach was enhanced through a variety of simulations,
resulting in increased accuracy of 94.78% and 94.16% on the
German Credit dataset and CCFD dataset, respectively[20].
Karthika and Senthilselvi, (2022) The research project's goal
is to apply ensemble-based machine learning algorithms for
CCFD. Two authentic datasets of credit card transactions in
the public domain—both legitimate and fraudulent—were
used to execute standard tests on the suggested model. The
additional tree classifier has outperformed previous machine
learning techniques and attained excellent efficiency,
including 96% ACC and 57.95% F1-measure[21].

The Table | summarizes recent deep learning studies on

CCFD for online payments, highlighting innovative models,
datasets used, key outcomes, and the challenges faced.
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Table 1: Overview of Recent Studies on Credit Card Fraud Detection for Online Payment using deep learning

Author Proposed Work Dataset Key Findings Challenges/recommendation
Prajapati RNN-based fraud Kaggle CCFD F1-score: 99.76%, Class imbalance handled with SMOTE;
(2025) detection with PCA Accuracy: 99.78%, deep learning outperforms traditional
and SMOTE Precision: 99.73%, ML
Recall: 99.79%
Dharma & Hybrid ML model 284,807 F1-score: 97%, recall: | Emphasizes hybrid modeling for better
Latha (2025) using SVM and transactions 97%, accuracy: 97%, results
Logistic Regression (Sept 2013, and precision: 96%
Europe)
Elmangoush et | Sequential DL with Real-world Accuracy: 99.924%, | Improved feature extraction; addresses
al. (2024) SMOTE CCFD F1-score: 0.75976 class imbalance
Gajakosh etal. | CSO-SVM anomaly Credit card Accuracy: 99.88% CSO-SVM outperforms CNN, DCNN,
(2024) detection transaction data and KNN
Khanom et al. Optimized RNN Two public Dataset 1: Accuracy RNN outperforms traditional models;
(2024) model datasets ~100%, F1: 0.87; emphasizes transaction security
Dataset 2: Accuracy:
99%, F1: 0.76
Mizher & CNN with ML for Real-world RF Accuracy: 99.7% | Need for better handling of unfamiliar
Nassif (2023) fraud and attack imbalanced patterns and large-scale data
detection dataset
Arun & Rajesh | BEPO-based feature German Credit Accuracy: 94.78% Novel optimization enhances GRU
(2022) selection with & Kaggle CCFD (German), 94.16% performance
OGRU (GRU tuned (Kaggle)
with HHO)
Karthika & Ensemble ML with Two public Accuracy: 96%, F1- Emphasis on ensemble classifiers and
Senthilselvi RFE and SMOTE CCFD datasets score: 57.95% RFE for feature importance
(2022)

3. Research Methodology

The proposed Convolutional Neural Networks (CNN)
model was implemented for CCFD using a structured
methodology. Initially, the dataset from Kaggle was cleaned
by removing missing values and outliers. Data normalization,
SMOTE, and PCA were utilized for feature selection and
dimensionality reduction. After that, a portion of the data was
split into 30% testing and 70% training. The CNN model is a
linked neural layer DL architecture, designed to enhance
feature learning and pattern recognition. The model's
performance was assessed using common metrics such as F1,
ACC, PRE, and REC in order to confirm how well it
predicted and classified CCF in online payments. Figure 1
shows the entire procedure.
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(Card Details, Amount, Time, Location, Device ID, IP, etc.)
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Data Preprocessing

« Data Cleaning
+ Handling Missing Values
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« Feature Scaling

4

Feature Engineering
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« Spending Pattern Analysis
* Behavioral Features
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Fig 1: Proposed flowchart for Credit Card Fraud
Detection
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The following provides a comprehensive explanation of
each step described in the suggested flowchart for predictive
modeling of CCFD in online payment systems.

3.1. Data collection

Data from 284,807 transactions spanning two days was
collected from Kaggle and pertains to credit card transactions
made by European cardholders. With 284,315 regular
transactions and just 492 fraudulent transactions, the sample
is wildly unbalanced. It has 31 characteristics, such is the
quantity of transactions and the moment at which a
transaction occurred, and 28 other characteristics labelled V1
through V28. As an added bonus, it features the target label
"Class," which uses a binary value of "1" or "0" to assess if a
transaction is fraudulent. Attack distribution, feature
correlations, and other data were examined using data
visualizations, including bar plots and heatmaps, which are
shown below:
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Fig 2: Correlation Plot of Feature Variables
Figure. 2 presents the heatmap of the relationship
between the dataset's feature variables for CCFD. The
diagonal elements show perfect self-correlation with the value
of 1.0, with the majority of the off-diagonal correlations near
zero, indicating weak linear relationships among features. The
correlation coefficients are mostly within the range of about -
0.5 to 0.8, with a few features having mild positive and
negative correlations.
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Fig 3: Transaction Time of European Cardholder
Dataset

In the credit card records of European cardholders, Figure.
3 shows how the transaction times are spread out. The

histogram (as well as the smooth density curve) demonstrates
that transactions are not distributed across time evenly but are
of different activity patterns with several peaks. It is also
found that higher transaction densities are experienced at
certain time intervals, meaning the time when the card is used
more frequently and the densities are lower and show the time
when the card is not used significantly.

Distribution of Transaction Amount
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Fig 4: Transaction Amount of European Cardholder
Dataset

Figure. 4 illustrates the distribution of transactions in the
European Cardholder credit card data is distributed. In the
histogram, the distribution is very skewed, with most of the
transactions on the lower amount values and a few on the
higher amount values. This extended behavior suggests that
high-value transactions are quite infrequent in number, but
noteworthy, which is characteristic of real-world financial
data. This variability in the transaction amounts underscores
the significance of amount-related characteristics in
differentiating normal and fraudulent transactions in the CNN
model to allow it to learn meaningful patterns related to
abnormal behavior in transactions.

3.2. Data pre-processing

The data preparation process began with the acquisition of the
Kaggle CCFD dataset, which was cleaned and concatenated
to preserve consistency. Relevant features were determined
and any missing values and outliers were eliminated. This
dataset was then pre-processed with the transformation and
normalization of the data. Pre-processing details are presented
below:

e Remove missing value: Removing missing values
from a dataset is a common task in data pre-
processing. The method used would depend on the
kind and extent of the missing data[22].

e Remove Outliers: The practice of identifying and
removing outliers from a dataset is known as data
cleaning, which are items that are not similar to the
rest of the data.

3.3. Data Normalization

Normalization of records was performed with the min-max
method, and limited the values to a range between 0 and
1[23]. This was done to optimize the performance of the used
classifiers and to counter the influence of outliers.
Normalization was done based on the mathematical Equation
(1) as follows:
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X - Xmin

- . Xmax._ Xmin - .
the feature's initial value X, its normalised score X', its
minimum value X,,,;,, and its maximum value X,

X =

3.4. Feature selection using PCA

The goal of feature selection in ML is to enhance the
model's performance and readability by selecting the most
relevant subset of features (input variables) from a bigger
collection [24]. A feature selection can be used to reduce
overfitting, decrease the computational cost and also enhance
the accuracy and generalization of a model by eliminating the
features. The feature selection can be performed with the help
of PCA, which identifies and selects the most significant
features according to their contribution to the principal
components. The original characteristics are transformed by
PCA into a set of principal components, a new collection of
uncorrelated variables, which show the directions with the
greatest variation in the data.

3.5. Data balancing with SMOTE

The acronym SMOTE stands for Synthetic Minority
Oversampling Technique. Similarly, the problem of uneven
class representation in datasets has been addressed by
SMOTE, specifically in the creation of models that forecast
CCF. To overcome the lack of minority-class instances, it
generates synthetic data points without recreating them.
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Fig 5: Balancing Graph of Applying SMOTE

The distribution of classes produced after using SMOTE,
with an equal quantity of legitimate and fraudulent
transactions, is shown in Figure. 5. By minimizing class
imbalance, this equilibrium enables the model to acquire the
two classes in equal measure, which enhances its capacity to
detect fraud.

3.6. Data Splitting

The model's efficacy was assessed by dividing the
datasets into testing and training subsets; the former were
utilised for 70% of the evaluation, while the latter were
reserved for 30% of the testing and performance evaluation.

3.7. Proposed Convolutional Neural Networks (CNN)

Model

A number of CCFD models have recently made use of
the CNN, a well-liked DL architecture. The results it
produces for picture recognition are state-of-the-art. The
structure's neurones can acquire biases and weights through
learning. The CNN's completely associated coatings
transform the final output after the pooling and convolutional
layers have down-sampled and recovered features,
respectively[25]. This conversion provides a probability
estimate in a classification issue such as CCFD for each
category (fraud or non-fraud).

The CNN mimics the information processing in organic brain
systems by adaptively modifying these connections, allowing
the network's capacity to independently extract sample
attributes without previous information[26]. The result of the
last iteration, y..., , iS acquired once the iterations are
finished. Following y.,,'s passage into the fully linked layer,
Equation (2) yields the network’s ultimate output:
Yout = Az (ReLU(Al “Yenn T Cl)) +c

The activation function is ReLU, the weight matrix and
bias of the second fully connected layer utilised for
classification are A, and C,, the activation function of the first
fully connected layer is A; and C;, and the output vector
followed by the second fully connected layer utilised for
classification is y,,;. The following equation (3) represents it:

ReLU(X) = max(x,0)

Use the cross-entropy loss function to tell the network
what changes to make based on the difference between what
the model said would happen and what actually happened.

4. Results and Discussion

This part describes the setup of the experiment and
evaluates the suggested model's performance in both the
training and testing phases. The convolutional neural network
(CNN) model was built using a Windows 10 PC with a 2.30
GHz processor, 8 GB of RAM, and Excel 2013 as the coding
language.

4.1. Evaluation Metrics

The dataset’s high-class imbalance renders accuracy an
inappropriate criterion for evaluating the model. The purpose
of CCFD systems is to identify all fraudulent activity and
minimize false alarms, which are legitimate transactions that
are incorrectly labeled as fraudulent. The choice of the
measure for assessment is contingent upon the nature of the
solution[27]. In this work, employ a confusion matrix to
categorize circumstances that are fraudulent as positive and
non-fraudulent (legal) as negative. FN are fraud cases that are
expected to be nonfraud, FP are nonfraud instances that are
anticipated to be fraud, and TN are instances of nonfraud that
are correctly expected to be fraudulent. The following
equations can help understand the assessment measures:
Accuracy, Precision, Recall, and F1 Score, which are derived
from Equations (4-7):

TP+ TN

TP + FP + FN + TN

Accuracy =
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TP

Precision = ——
recision TPP+ TP
Recall = ———
T TPEEN
(precision * recall
F1 — score = 2 *

(precision + recall)

It is evident that positive anticipated values are linked to
accuracy. Because precision rises as the frequency of FP falls,
it is a helpful indication when the cost of having FP is high.
Recall is linked to TP, according to Eg. (6). Recall is
improved by lowering the number of FN, and problems with
the high expense of FN usually lead to strong recall[28]. To
identify CCF, a balance between FP and FN must be
maintained. The REC is high, but the ACC, PRE, and F1 are
low if all samples are projected to be fraudulent, if all samples
are anticipated to be nonfraudulent, the REC is nil, the PRE is
undefined, and the F1 is high. To enable fair comparison and
trustworthy performance evaluation, these measures were
used uniformly across all models.

4.2. Results

In Table Il findings on the CCFD dataset reveal that with
an average of 94.8% ACC, 93.9% PRE, 95.6% REC, and a
94.7% F1, the proposed CNN model is highly effective in
identifying CCF, which means that it can reliably and well-
balanced identify fraud transactions on the internet payment
systems.

Table 2: Experiment Results of Proposed Models for of
Credit Card Fraud Detection for Online Payment on

CCFD dataset
Performance Convolutional Neural Networks
matrix (CNN) Model
Accuracy 94.8
Precision 93.9
Recall 95.6
F1-score 94.7

Model Accuracy

- Train
— Validation

o 2 a a 6 8
Epoch

Fig 6: Accuracy Curves for the CNN Model

The training and validation accuracy curves for the CNN
model with epochs are shown in Figure. 6. The ACC of the
training is in a straight increasing pattern, which means the
model is being learned successfully and has converged. The
validation accuracy shows that there are slight fluctuations
compared to the training curve, indicating good
generalization and a little at that point, overfitting.

Model Loss
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Fig 7: Loss Curves for the CNN Model

The CNN model's training and validation loss curves as a
function of subsequent epochs are displayed in Figure 7. The
training loss continues to decrease, suggesting that it is
optimised and that model learning is progressing. Likewise,
the validation loss is a decreasing trend with random
variations that are relatively close to the training loss,
indicating a good generalization and a small amount of
overfitting. The two curves coming together is an indication
of the stability of CNN model and its effectiveness in utilising
the CCFD dataset to precisely identify CCF.

Confusion Matrix

Legitimate 18645
T
a
L
©
2
< 662 1436
Legitimate Fraud

Predicted label
Fig 8: Confusion Matrix for CNN

Figure 8 displays the confusion matrix of the CNN model
used to identify CCF using the CCFD dataset. The model
properly differentiates 284,312 legitimate and 1,436
fraudulent transactions, which can be said to have a good
discrimination capacity. A relatively large part of legitimate
transactions (18,645) is misclassified as fraud, whereas very
few fraudulent transactions (662) are misclassified as
legitimate.

4.3. Comparative Analysis

A comparison accuracy analysis was carried out against
other current models to verify the efficacy of the suggested
CNN model, as shown in Table Ill. With the best ACC
(94.8%), PRE (93.9%), REC (95.6%), and F1 (94.7%) of all
the tested approaches, the suggested CNN model is better and
more balanced. Conversely, the DT model achieves moderate
accuracy 92% with low levels of reporting of precision,
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whereas DenseNet121 and SVM models have lower ACC
and F1, which reflect poor generalization and fraud detection.

Table 3: Accuracy Comparison of different Predictive
models of Credit Card Fraud Detection for Online

Payment
Models Accuracy | Precision | Recall | F1-
score
DT[29] 92 - 93 92
DenseNet121[30] 89.1 84.9 89.4 89.8
SVM[31] 89.6 85.6 90.3 87.9
CNN 94.8 93.9 95.6 94.7

The suggested model for detecting CCF, which was
developed using a CNN, is aimed at learning complex and
non-linear patterns of online payment system transaction data
that are high-dimensional in nature. The model is able to learn
subtle patterns in behavioral distinctions between fraudulent
and legal transactions without having to manually engineer a
large number of features by using automatic feature
extraction and learning hierarchical representations. The
primary advantage of the suggested model is its high
detection, as seen by higher REC, ACC, PRE, and F1. These
lowers missed fraud instances and false positives.

5. Conclusion and future study

The number of financial transactions carried out online
has dramatically expanded since the advent of digital
commerce, and banks and payment service providers are now
concerned about CCF. The demand is high to have clever
models capable of discriminating between clearly legitimate
and malicious transactions as fraud cases have become
increasingly sophisticated. This study evaluates a highly
skewed dataset of European cardholders to offer a workable
model for identifying CCF using a CNN. Through thorough
data preparation, including normalization, PCA feature
selection, and SMOTE class balancing, the model
demonstrated the ability to learn intricate and non-linear
transaction patterns. The experiment's results show that the
proposed CNN model may offer a comprehensive assessment
of the ability to detect fraud and lower false alarms, with
94.8% ACC, 93.9% PRE, 95.6% REC, and 94.7% F1. The
CNN model's power and superiority are further demonstrated
by comparison with existing ML and DL techniques.

Further research will be carried out to prove the model on
several large-scale and real-time datasets, implement the
online and incremental learning methods to address the
dynamic behavior of fraud and investigate new and advanced
architectures, including hybrid CNNLSTM or attention-based
architectures. Moreover, Transparency may be increased by
employing explainable Al (XAl) approaches and trust of the
model, and make the system more realistic to be implemented
in real-field financial context.
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