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Abstract - In the cloud security paradigm, threat detection 

and response exhibit structural and functional symmetry, 

where each detected threat triggers a corresponding 

automated or manual response. Cloud security is critical due 

to the increasing reliance on cloud computing to store, 

process, and transmit sensitive data across various sectors. 

In order to resist insider threats and external attacks to 

cloud systems, the present study examines features of DDoS 

attacks detection and classification based on CICDDoS2019 

data set consisting of 88 features and millions of records. 

Preprocessing was done to eliminate categorical and 

duplicate features, deal with infinite values, label encoding 

and min-max normalization. Principal Component Analysis 

(PCA) was used to select features and therefore 

dimensionality was maintained by including vital 

information. An effective model of complex data was 

acquired by training a Variational Autoencoder (VAE) 

model (made up of an encoder and decoder) to maximize the 

evidence lower bound (ELBO). The model had 99.79% 

accuracy, 98.57% precision, 98.55% recall and 98.56% F1-

score, which was better than classical machine learning 

methods such as RNN, Kalman Backpropagation Neural 

Networks, and Logistic Regression proving good, 

dependable, and efficient cloud-based cybersecurity threat 

detection. 

 

Keywords - Intrusion Detection and Protection System, 

Event Monitoring, Networking, Artificial Intelligence, 

Principal Component Analysis (PCA), Internet of Things 

(Iot). 

 

1. Introduction  
Data security and integrity have become critical 

concerns in the era of cloud computing (CC) [1][2] and 

digital transformation. Although cloud platforms provide 

scalability, flexibility, and cost efficiency, sensitive 

information stored in cloud environments is highly 

vulnerable to cyberattacks [3], data breaches [4], and 

unauthorized access [5]. The rapid integration of cloud 

services with emerging technologies such as the Internet of 

Vehicles (IoV) and Industrial Internet of Things (IIoT) has 

further increased the attack surface [6]. These interconnected 

ecosystems generate massive volumes of real-time data [7], 

making intelligent and automated cybersecurity mechanisms 

essential for secure cloud information retention [8][9]. 

 

The IoV extends IoT capabilities by connecting 

vehicles, users, sensors, and cloud infrastructure [10][11] to 

enhance transportation efficiency and user experience. 

Similarly, IIoT environments rely on interconnected edge 

devices and cloud-based platforms [12][13] to support smart 

manufacturing and industrial automation [14][15][16]. 

However, such distributed and dynamic systems are highly 

susceptible to anomalies, malware, and sophisticated cyber 

intrusions [17]. Real-time stream processing and autonomous 

computing are therefore required to predict system failures 

and security breaches at early stages [18], enabling proactive 

mitigation before critical damage occurs [19][20]. 

 

Intrusion Detection Systems (IDS) are widely adopted to 

monitor malicious activities within cloud [21] and IoT 

networks. IDS can be categorized into Host-Based IDS 

(HIDS) and Network-Based IDS (NIDS) [22], each designed 

to monitor host-level events or network traffic, respectively 

[23][24][25]. Although machine learning (ML) and deep 

learning (DL) techniques have enhanced IDS performance, 

existing approaches still suffer from high false positive rates, 

limited adaptability to evolving threats [26], computational 

inefficiencies, and scalability challenges in large-scale cloud-

IoV environments. Traditional centralized architectures often 

fail to effectively capture complex sequential attack patterns 

in real-time scenarios [27][28][29]. 

 

To overcome these limitations, this research focuses on 

the Development of a Generative AI-Assisted Network IDS 

for Intelligent Cloud Cybersecurity Monitoring. By 

integrating generative AI with advanced deep learning 

models, the proposed framework enhances anomaly 

detection accuracy, improves adaptability to emerging attack 

strategies, and reduces false alarms. The generative 

component enables dynamic threat modelling and synthetic 

attack pattern generation, strengthening real-time monitoring 

and proactive defense mechanisms. This approach provides a 

scalable, intelligent, and resilient solution for next-generation 

cloud cybersecurity environments [30][31][32][33]. 

 

1.1. Motivation and Contribution 

The research is inspired by the fact that security issues in 

cloud systems continue to escalate, particularly in complex 

systems such as the IoV and IIoT, in which sensitive 

information is at risk due to cyberattacks. Traditional 

machine learning and IDS control mechanisms find it hard to 
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deal with dynamic and high volume of data. The study will 

focus on creating a generative AI-supported network IDS 

that will lead to better anomaly detection, low false alarms, 

and a scalable, intelligent, and resilient cloud cybersecurity 

solution. This research offers several key contributions as 

listed below: 

 The dataset used to carry out comprehensive cloud 

cybersecurity monitoring and detection of DDoS 

attacks was the CICDDoS2019 dataset.  

 Systematically preprocessed data such as cleaning, 

normalization, encoding labels and dimensionality 

reduction by PCA to improve the quality of data.  

 Normalized the tables and selected features to 

maximize the performance, lessen redundancy and 

select the most relevant attributes.  

 Designed a Variational Autoencoder (VAE) that is 

effective to detect and classify DDoS attacks in the 

cloud environment.  

 Outperformed with high accuracy, precision, 

recalling, and F1-score that indicates the strength 

and reliability of the proposed solution in 

monitoring cloud cybersecurity. 

 

1.2. Novelty and Justification 

This study is novel considering that it combines 

exhaustive data preprocessing and feature optimization using 

PCA with a deep learning model to generate clouds intrusion 

detectors. The model is able to capture underlying traffic 

patterns and identify anomalous behavior using the power of 

a Variational Autoencoder (VAE) which is more resilient to 

complex and unseen cyber-attacks. Systematic feature 

selection is better in computational efficiency and does not 

reduce the ability to detect features. Such a solution can be 

explained by the rising complexity of attacks in the clouds, 

which demand adaptive, scaling, and intelligent detection 

systems that cannot be addressed with the help of 

conventional machine learning methods. 

 

1.3. Organization of the Paper 

The flow of the study is the following one: Section II is 

the literature review on cloud cybersecurity and DDoS 

detection. Section III explains the CICDDoS2019 dataset, 

preprocessing, feature selection and proposed VAE model. 

Section IV provides the findings and comparison of the 

experiments. Section V provides the conclusion and 

recommendations of future research.  

 

2. Literature Review  
This study was informed by a thorough review and 

analysis of the major research studies performed on the topic 

of Cloud Cybersecurity Monitoring, which will help to 

improve the development of this study. 

 

Yesuraju et al. (2025) determine the effects of intrusion 

detection in a distributed environment using many nodes. 

Stacked ensembles models performed best with a given 

accuracy score of 96.3%, and FL model was also performing 

comparatively well with an accuracy score of 94.5%. The 

results reveal that federated approaches coupled with 

ensemble approaches can eventually achieve scalability, 

accuracy, and privacy-preserving IDS solutions which have 

practical potentials of application in IoT, industry, and multi-

organizational networks[34]. 

 

Venkatesh et al. (2025) benchmark intrusion detection 

data sets NSL-KDD and CICIDS2017, the system is 

evaluated to be 97.8 accurate, outperforming existing 

centralized and federated models in both communication 

overhead and detection latency. The method shows that real-

time cyber threat intelligence can be addressed with a 

scalable, secure and robust solution with potential protective 

implications to both enterprises and critical 

infrastructures[35]. 

 

Jyothi et al. (2024) classified using a number of deep 

learning and machine learning techniques for both binary and 

multi-class purposes. test the suggested intelligent model on 

the ToN_ IoT dataset to see how well it performs. With the 

suggested method, were able to achieve a 99.98% accuracy 

rate and a lowered error rate of 0.016% for multi-class 

classification, and a 0.001 % reduction in the error rate for 

binary classification[36]. 

 

Tocci, Zhou and Zhang (2023) implementations train the 

network in this application, but do not take advantage of the 

hardware such as FPGA. After training, the agent can 

effectively identify between benign traffic, DDoS attacks, 

and port scan attacks with an accuracy of over 90%, running 

inference at a speed of 51.3 frames-per-second (FPS) on a 

AMD Ryzen 5600x CPU. Through the use of Vitis-AI, the 

neural network achieved 5886.85 FPS with no accuracy loss 

on the Xilinx Zynq UltraScale+ ZCU102 FPGA, providing a 

100× increase in performance. This demonstrates the benefit 

of hardware acceleration when in deployed intrusion 

detection systems[37]. 

 

Divakar et al. (2021) measured in terms of correct 

analysis of the network traffic as normal or abnormal and the 

time taken to detect it. As per the observed results the 

proposed IDS system is providing the best results for XGB 

model which gives 95.57 % of accuracy and the time taken 

to do it is come out as 3.03 seconds. The entire experiment is 

executed both in Central Processing Unit (CPU) and 

Graphical Processing UnitGPU) environment and a 

comparative analysis is done in terms of execution time[38]. 

 

Patel, Choe and Halabi, (2020) explore a gradient 

boosting decision tree, especially LightGBM, which is a 

relatively new and powerful method, to predict future 

malware attacks on cloud computing systems. they use a 

large and sparse dataset provided by Microsoft and show that 

approach is suitable for predicting malware attacks using 

large datasets with 73.89% accuracy compared to 

conventional machine learning methods[39]. 

 

Saad et al. (2019) Proposed Bidirectional long short-

term memory (BLSTM) is used to detect incidents over 

unified threat management (UTM) platform operated on 

cloud network. Results are compared with K-nearest 

neighbor which is a baseline technique. Time series input 
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samples recorded over UTM platform are used for training 

and testing purposes. They obtain accuracy score of 98.47% 

with 0.0186 mean squared error (MSE) using KNN while 

BLSTM provides 98.6% accuracy score with 0.002 loss, 

which is better than the KNN[40]. 

In Table 1, the recent studies on Cloud Cybersecurity 

Monitoring overview, the proposed models, datasets used, 

key findings, and all challenges that were addressed. 

 

 

Table 1: Recent Studies on Cloud Cybersecurity Monitoring for Cybersecurity 

Author Proposed Work Results Key Findings Limitations & Future 

Work 

Yesuraju et 

al., (2025) 

Federated Learning 

(FL) with stacked 

ensemble models for 

distributed intrusion 

detection 

96.3% accuracy 

(Stacked 

Ensemble), 94.5% 

accuracy (FL) 

Federated + ensemble 

approaches improve 

scalability, privacy 

preservation, and IDS accuracy 

in distributed IoT and 

industrial networks 

Needs further real-world 

large-scale deployment 

validation and 

optimization of 

communication overhead 

Venkatesh et 

al., (2025) 

Benchmarking IDS 

using NSL-KDD and 

CICIDS2017 with 

improved federated 

approach 

97.8% accuracy Outperforms centralized and 

federated models in 

communication overhead and 

detection latency; scalable 

real-time threat intelligence 

Requires evaluation on 

more diverse real-time 

datasets and adversarial 

scenarios 

Jyothi et al., 

(2024) 

Intelligent DL/ML-

based IDS evaluated on 

ToN_IoT dataset 

99.98% accuracy 

(multi-class), 

0.016% error; 

0.001% error 

reduction (binary) 

High-precision detection for 

both binary and multi-class 

classification 

Possible overfitting risk; 

requires validation on 

other heterogeneous 

datasets 

Tocci, Zhou 

& Zhang 

(2023) 

Hardware-accelerated 

IDS using FPGA (Vitis-

AI) 

>90% accuracy; 

51.3 FPS (CPU); 

5886.85 FPS 

(FPGA) 

100× performance 

improvement with FPGA 

without accuracy loss; suitable 

for real-time IDS 

Focused mainly on DDoS 

and port scan; expansion to 

other attack types needed 

Divakar et 

al., (2021) 

XGBoost-based IDS 

evaluated on CPU and 

GPU 

95.57% accuracy; 

3.03 seconds 

detection time 

GPU improves execution time; 

XGB performs best among 

tested models 

Limited dataset diversity; 

scalability testing required 

Patel, Choe 

& Halabi 

(2020) 

LightGBM-based 

malware attack 

prediction in cloud 

73.89% accuracy Suitable for large and sparse 

datasets; efficient malware 

prediction 

Moderate accuracy; 

improvement possible with 

hybrid or deep learning 

models 

Saad et al., 

(2019) 

BLSTM-based IDS on 

cloud UTM platform 

compared with KNN 

98.6% accuracy 

(BLSTM); 98.47% 

(KNN) 

BLSTM outperforms KNN 

with lower loss; effective for 

time-series intrusion detection 

Needs testing under large-

scale cloud deployments 

and diverse cyber threats 

 

Research gaps: In spite of the fact that the existing studies 

have been shown to be highly accurate in terms of intrusion 

detection based on federated learning, ensemble models, 

deep learning and hardware acceleration, there are a number 

of research gaps. The strategies of most are based on 

optimizing accuracy, paying minimal attention to real-time 

flexibility, dynamic evolution of attacks, and cross-dataset 

genericity. Also, most models are tested on certain 

benchmark datasets and it is questioned how these models 

would be able to scale and perform well in uncertain cloud 

and IoT settings. Thus, it is necessary to have a cohesive, 

light, and flexible IDS architecture that guarantees high 

accuracy, low latency, communication overhead, and high 

level of privacy in large scale distributed systems. 

 

3. Research Methodology  
The offered methodology employed the CICDDoS2019 

dataset, where the initial stages of data preprocessing 

(removal of categorical and duplicate variables and working 

with infinite values) and analysis were conducted. This is 

followed by label encoding of the data, normalization, as 

MinMax scaling and optimization of the features based on 

PCA. Having divided into training and testing set, a 

Variational Autoencoder (VAE) intrusion detector model is 

applied. Lastly, the model performance is measured with the 

help of common measures such as accuracy, precision, 

recall, and F1-score. Figure 1 below depicts the proposed 

Network IDS flow chart of Intelligent Cloud Cybersecurity 

Monitoring. 
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A description of every step included in the proposed 

methodology is presented in the following section: 

 
Fig 1: Proposed Flowchart for Network IDS for 

Intelligent Cloud Cybersecurity Monitoring 

 

3.1. Data Gathering and Analysis 

The present study makes use of CICDDoS2019 dataset 

sourced from Kaggle. The CICDDoS2019 data is 88-featured 

with millions of records. The dataset has 51- normal records 

and 49- attacks. The data will include the latest, common, 

and benign attacks of DDoS. The information on the spread 

of attacks, feature-correlation and so forth was visualized in 

the form of bar plots and heatmaps, which are provided 

below: 

 

 

Fig 2: Bar Graph of Class Distribution of the 

CICDDOS2019 Dataset 

 

Figure 2 indicates the distribution of classes of the 

dataset, with the majority of the classes being relatively 

balanced, with one of them having a small percentage more 

than the others. 

 
Fig 3: Correlation Matrix Heatmap on CICDDOS2019 

Dataset for Cloud Cybersecurity Monitoring 

 

The correlation heatmap of the dataset features is 

presented in figure 3. Strong positive correlations are present 

in the plot along the diagonal and between a few groups of 

features, which have related or dependent attributes, but the 

rest of the features do not exhibit strong correlations. This 

analysis is useful in determining the relationship of features 

and possible redundancy of the data set. 

 

3.2. Data Pre-processing  

The data preparation involved the use of CICDDOS2019 

data set and the processing of the data set in several steps in 

a structured way. The procedure entailed data files 

concatenation, data cleaning encompassing categorical 

attributes, duplicate features, replacing the infinite values, 

and label encoding of the data which were to be used in 

modelling. These initial methods of preprocessing allowed a 

clean and consistent dataset to be obtained in a machine-

readable format to be effectively analyzed.  

 

The key preprocessing processes can be summarised as 

follows: 

 Remove categorical data: Preprocessing eliminated 

categorical data so that they could be compatible 

with machine learning algorithms that use numbers. 

This will aid in enhancing the model efficiency and 

will also avoid mistakes that can be created due to 

the non-numeric input features.  

 Remove duplicated features: In preprocessing, 

duplicated features were eliminated to eliminate 

redundancy in the dataset. The step helps to 

eliminate redundant complexity, increase the 

efficiency of computations, and improve the overall 

performance of the model. 

 Replace infinities: During preprocessing, the 

infinite values were substituted because it is needed 

to ensure consistency of the data and avoid the 

occurrence of computational errors when training 

the model. It is a step that enhances numerical 

stability and better reliability in the learning 

process.  

 Label Encoding: Label encoding has been used to 

change categorical class labels into numerical 

representation so that they can be compatible with 

the model. This conversion will allow machine 

learning algorithms to work with categorical outputs 

better and enhance the computational efficiency. 
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3.3. Min-Max Normalization  

Data normalization is the procedure that is performed to 

ensure consistency of the data in all the fields and entries. 

The method that uses in constructing the model is min-max 

normalization which transforms the data to a range of 0 to 1. 

The min-max normalization is employed to normalize the 

values of the various characteristics in the CICDDOS2019 

dataset to a fixed range. Subsequently, the NaNs are treated 

like missing values, which are ignored in fit, and stored in 

transform. 

            
           

                

        

 

3.4. Feature selection using PCA 

One of the most critical machine learning processes is 

feature selection, which entails the process of establishing 

the most pertinent input variables in the training of a model. 

It assists in the dimensionality reduction, elimination of the 

redundant or irrelevant data, and the enhancement of the 

computational efficiency. In choosing features that are 

significant, the model learns more effectively and it takes 

less time to train and generalizes better. The Principal 

Component Analysis (PCA) method is used to select a set of 

features (that is, reduce the number of correlated variables) 

into fewer uncorrelated principal components that give up 

the majority of the variance of the data. The best principal 

components are chosen and thus dimensionality reduction is 

achieved and crucial information is retained to enhance 

model efficiency and performance. 

 

3.5. Data Splitting 

The split of the train and test set was done in a stratified 

manner. The dataset has been preprocessed to suit the 

developed model. The obtained dataset is further split into 

70% training set and 30% testing set. 

 

3.6. Classified Model: Variational Autoencoder (VAE) 

In this section, we provide a description of Variational 

AutoEncoder (VAE). Our proposed method is based on these 

models. 

 

Variational AutoEncoder [41] is a deep latent generative 

model                     consisting of an inference 

model         (encoder) and a generative model         

(decoder). VAE approximates the posterior         by the 

inference model as shown in equation (1): 

                     

 

VAE optimizes the variational lower bound (ELBO) of the 

marginal log-likelihood of data given in equation (2): 

                             |       )       

 

Both inference and generative network of VAE are 

jointly trained to maximize the ELBO. VAE amortizes 

variational inference (VI) by the encoder network. VAE uses 

fully-factorized Gaussian as the posterior distribution [42]. 

However, fully-factorized Gaussian does not have enough 

expressive power and cannot properly capture complex 

posterior distribution [43]. This causes approximation error. 

Another problem of VAE is the amortization error that 

causes due to amortized inference of posterior distribution. 

 

4. Performance and Result Discussion 
This experiment was performed on a system with a 2.3 

GHz 8-core 9 th -generation Intel Core i9 processor (Turbo 

Boost up to 4.8 GHz), 16 GB of DDR4 RAM, and AMD 

Radeon Pro 5500M graphics card, with 4 GB of GDDR6 

memory. It had 1 TB SSD, 16-inch Retina display (3072 x 

1920 resolution), and ports consisted of four Thunderbolt 3 

(USB-C) ports, a headphone jack, and SDXC card reader.  

 

4.1. Evaluation Metrics 

Several standard measures were used to determine the 

performance of the proposed model. First, a confusion matrix 

was created to show the results in the classification by 

showing the number of correct and incorrect predictions of 

each class. Based on this matrix the values of True Positives 

(TP), False Positives (FP), True Negatives (TN) and False 

Negatives (FN) were derived. Through these values, 

important evaluation metrics were calculated including 

accuracy, precision and recall and F1-score as mentioned 

below: 

 

Accuracy: The ratio of the number of instances correctly 

predicted by the trained model to the total number of 

instances in the dataset (input samples). It is given as (3): 

         
     

           
       

 

Precision: Precision is the proportion of positive instances 

successfully predicted to all positive instances predicted by 

the model. Precision indicates. How good the classifier is in 

predicting the positive classes is expressed as (4): 

          
  

     
      

 

Recall: This metric, the ratio of events that were accurately 

predicted as positive to all instances that should have proved 

positive. In mathematical form it is given as (5): 

       
  

     
        

 

F1 score: It is a combination of the harmonic meaning of 

precision and recall, that is, it helps to balance recall and 

precision. Its range is [0, 1]. Mathematically, it is given as 

(6):  

           
                

                
       

 

4.2. Result Analysis 

The proposed VAE model was trained on the 

CICDDoS2019 dataset and tested on the basis of the key 

performance indicators, including accuracy, precision, recall, 

and F1-score, summarized in Table II. This model was 

entirely accurate (99.79), precise (98.57), recalls (98.55) and 

its F1-score was 98.56 which is a good and balanced 

capability of classification. Such results demonstrate that the 

suggested VAE model is robust and sound in vulnerability to 

identify and prevent cyber threats in the cloud. 
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Table 2: Model Performance Network IDS for Intelligent 

Cloud Cybersecurity Monitoring  

Matrix Variational Autoencoder (VAE) 

Accuracy 99.79 

Precision 98.57 

Recall 98.55 

F1-score 98.56 

 

 
Fig 4: Confusion Matrix for VAE Model 

 

The confusion matrix (Figure 4) of 13 classes has high 

values on the diagonal which represents a high rate of correct 

classification (9799) and a low rate of misclassification, 

which proves to be highly successful overall in the model. 

 
Fig 5: Accuracy Curve for VAE Model 

 

Figure 5 demonstrates the validation accuracy against 

training iterations, and there is fast increase to 99.7 percent 

during the initial 1000 iterations, and thereafter, there is no 

significant increase in the performance, which means good 

convergence. 

 
Fig 6: Loss Curve for VAE Model 

 

Figure 6 indicates that validation loss is declining fast to 

almost a zero value in the initial 1000 iterations and it is kept 

constant thereafter, which is a good sign of convergence and 

successful learning. 

 

4.3. Comparative analysis 

Table III compares the performance of various ML and 

DL models of Network IDS of Intelligent Cloud 

Cybersecurity Monitoring. Compared to the traditional 

models like RNN, Kalman Backpropagation NN, and 

Logistic Regression, which have an accuracy of between 

93% and 95% respectively, the proposed VAE model has 

99.79% accuracy and balanced precision, recall and F1-score 

(98.5%), which is much higher, and they can detect much 

better. 

 

Table 3: Comparison of Different ML and DL Models for 

Network IDS for Intelligent Cloud Cybersecurity 

Monitoring 

Model Acc. Pre. Rec. F1-

sc. 

RNN[44] 93.49 96.25 98.95 97.58 

Kalman back Propagation 

NN[45] 

94 91.2 97.4 94.3 

LR[46] 94.62 - 94.62 - 

VAE 99.79 98.57 98.55 98.56 

 

The finding indicates that the suggested VAE model is 

capable of identifying and categorizing a cloud-based cyber 

threat with good and consistent performance metrics. The 

learning curves and confusion matrix are used to corroborate 

the stability of the convergence and low misclassification. 

The VAE has a higher overall reliability and solidness in 

monitoring cloud cybersecurity, in comparison with other 

ML and DL models. 

 

5. Conclusion and Future Study 

Cloud Computing offers a fresh platform on which 

applications can be developed, and infrastructure can be 

administered and a dynamic thread space is created with its 

distributed and elastic character. Modern and dynamic 

environments of agility and cloud-natives do not support 

classic security methods to combat cyber-threats. To sum up, 

the proposed Variational Autoencoder (VAE) model has 

proven to be very efficient in identifying and categorizing 

Distributed Denial of Service (DDoS) attacks in cloud 

systems. The model was remarkably accurate with a 

precision of 99.79 with balanced (98.57) recall (98.55) and 

F1-score (98.56) which illustrates the good and consistent 

results of the model against all the important evaluation 

measures. The outcome is the capability of the VAE to 

distinguish correctly the normal and malicious traffic, 

reducing the rates of false positives and false negatives. The 

VAE is continually more effective than the traditional 

machine learning and deep learning models, which means 

that the former is more capable to process complex and high-

dimensional data. This shows that the model is not only 

dependable but also very strong hence can make it a useful 

and effective solution to intelligent cloud cybersecurity 

monitoring. Together, the research proves that the VAE has a 
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great prospect to better the security of the cloud systems 

through the ability to identify cyber threats in a timely, 

accurate and effective manner. 

 

To continue the research in the future, the paper can 

examine how the VAE model could be used alongside real-

time cloud traffic monitoring systems, to further adapt it to 

new DDoS attack trends, and to train it alongside other deep 

learning frameworks in a hybrid manner. Also, it can be 

further enhanced with more experiments and adversarial 

situations, which would enhance robustness and 

extrapolation. 
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