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Abstract - The threats are also becoming more sophisticated
and multifaceted in the world as the technology advances,
including the data breaching, insecure interfaces, shared
technology vulnerability, and distributed attacks. One of the
most pressing problems in today's IT infrastructure is
ensuring the safety and dependability of cloud computing by
detecting threats in server databases. This study constructs
and evaluates intrusion detection models using the
CICIDS2017 dataset, which contains both benign and
harmful traffic. Extensive data preprocessing steps were used
to improve the dataset's quality and address the problem of
class imbalance. Data purification, normalisation, feature
selection, and SMOTE data balancing were all part of these
processes. Some common measures used for training and
testing LSTM models include accuracy (ACC), precision
(PRE), recall (REC), and Fl-score (Fl). In the best trial
result, the model achieved an ACC of 98.51%, PRE of
99.0%, recall of 98.0%, and FI of 99.0%, proving that it is
trustworthy in differentiating between benign and malicious
traffic.  Training and validation curves demonstrate
successful learning and high generalization, and there is not
a great deal of overfitting. The analysis of the confusion
matrices also confirms the high rates of detection of all types
of attacks where most of them were over 95 percent correct.
The LSTM has an obvious advantage when compared to
traditional models (MLP, SVM, XGBoost, DeepGFL): it is
more effective, as it can identify intricate temporal patterns
in network traffic that cannot be identified by other models.
Finally, to improve the efficacy of intrusion detection systems
in the modern cloud-based environment, the proposed LSTM
model provides a strong and efficient method for detecting
threats in cloud databases.

Keywords - Cybersecurity, Cloud Computing, Internet of
Things (loT), Threat Detection, Distributed Security,
Machine Learning.

1. Introduction

The phenomenal rise of the internet and other forms of
information technology in recent years has altered people's
daily lives and places of employment. Digital technology
have grown integral to many facets of modern life, including
online shopping, social media, telemedicine, and
telecommuting. Computer networks are more vulnerable to
cyber risks including data breaches, unauthorised access, and
other harmful activities as a result of the digital revolution
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[1]. Governments, businesses, and individuals all over the
world are facing severe threats by cybercriminals advancing
new methods and systems to take advantage of network
vulnerabilities[2][3][4]. The importance of effective
intrusion detection systems (IDS) that can identify and
counteract intrusions in real time has so grown [5][4]. To
detect known threats in a cloud context, traditional intrusion
detection systems rely on rule-based or signature-based
methods [6][7][8]. Network traffic patterns are compared
with a database of predetermined attack signatures or rules of
harmful activity in these approaches. Although signature-
based IDS have been successful in responding to threats that
had already been recognized, detection of new or advanced
attacks that are not either in a pattern is not usually
successful[9][10]. Further, the rule-based approaches often
produce large volumes of false positive results, which raise
the burden of operations and efficiency in network security
management[11][12].

In recent times ML methods have been highly used to
make IDS more accurate, efficient and more adaptable.
Machine learning based IDS is dynamically analyzed
compared to traditional methods that use rule-based methods,
which is dependent on more rigid signatures and fixed sets of
rules[13][14]. With these models, it is possible to learn and
differentiate the normal and abnormal patterns of behavior
on its own and identify the previously unfamiliar threats and
adapt to the changing methods of cyberattacks[15][16].
However, because cyber threats [13] are always evolving and
network traffic data is complicated, machine learning models
aren't always effective [17][18]. Models for intrusion
detection supported by deep learning The process of learning
representations from raw traffic data might be made simpler.
Consequently, DL has immense promise for the advancement
of IDS and the reinforcement of cybersecurity measures in
modern network architecture.

1.1. Motivation and Contribution

Conventional security systems fail to identify advanced
and emerging threats, which may result in the possible
breach of data, disruption of services, and loss of finances.
This requires creation of smart data-driven IDS that are able
to detect known attacks and unknown attacks with high PRE.
With reference to datasets like CICIDS2017, which models
the real-world attacker cases, and to the high-level methods
of increasing the PRE of detection and decreasing the cost of
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computing them, etc. The rationale of this work is to create a
powerful threat detection framework that can overcome class
imbalance, use pertinent features, and powerful models to
empower the security of cloud databases [19] and guarantee
the dependability of digital infrastructures. The following are
the major contributions of this research:

e Implemented systematic cleaning, normalization,
and transformation of the CICIDS2017 dataset to
ensure data quality and reliability.

e Improved model performance and reduced
complexity by applying feature selection
approaches to eliminate redundant and irrelevant
attributes.

e Used SMOTE to balance the dataset, and the
minority attack class is fairly represented, and the
model is more likely to generalize.

e Developed and tested an LSTM model that is able
to address sequential and temporal dependencies in
network traffic to detect threats better.

e Evaluated model behavior holistically based on a
variety of assessment measures, such as ACC, PRE,
REC, and F1.

1.2. Justification and Novelty

The rationale behind this research is the growing
reliance on cloud databases that are extremely susceptible to
numerous emerging cyber threats. The use of conventional
intrusion detection systems is usually limited by issues like:
class imbalance, working with high dimensional data and
inability to efficiently extract sequential patterns in network
traffic. To address these limitations, this paper makes use of
methodical feature selection, data balancing algorithms, and
deep learning high-end models to improve the detection,
efficiency, and PRE. The originality of the research is the
combination of feature optimization with a DL-based
method, in particular, the application of LSTM, which can
learn temporal correlations and multifaceted relationships
between network traffic. In contrast to traditional
approaches, the suggested framework does not only enhance
performance in detection, it also provides scalability and
robustness, which is why its a better solution to protect cloud
databases against contemporary security threats.

2. Literature Review

The purpose of this literature review is to summarise and
analyse recent research on intrusion detection systems,
focussing on how these systems make use of deep learning
and machine learning models.

Dhinakaran et al. (2024) investigates how powerful
machine learning is at protecting data stored in the cloud.
Three trials were utilised to assess different machine learning
models in this scenario. Using a RF model, the experiment
established that it was 95% accurate, with a REC of 0.96, a
PRE of 0.92, and an F1 Score of 0.94. That the model
achieves a reasonable ratio of accurate to false positives for
classifying security threats is demonstrated. Using a DNN
improved ACC to 97% in the second experiment. F1, PRE,
and REC scores of 0.96, 0.98, and 0.94, respectively, show
that the DNN can distinguish between threats and regular

behaviour. Due to its excellent pattern recognition
capabilities, the model is a useful instrument for cloud
security. Experiment 3 introduced Q-learning, a
reinforcement learning technique, to the field of security
analysis. Given that the model was able to detect threats with
an 88% success rate and a false positive rate of only 0.05, a
compromise between the two was achieved. A lower false
negative rate of 0.12 suggests that threat detection is
becoming more accurate [20].

Tiwari and Jain (2022) provide a new firewall method
for secure cloud computing settings that makes use of DL
and ML. A novel combination methodology known as most
frequent decision is employed by the suggested methods to
detect and classify incoming packets of traffic. This
methodology takes into account both the nodes' past
decisions and the present decision of the machine learning
algorithm to predict the final strike category. There is an
improvement in both learning performance and system
correctness using this strategy. An open-source dataset called
UNSW-NB-15 is used to get the results. Statistics show that
it improves anomaly detection by 97.68% [21].

Garg et al (2022) Look into any inconsistencies
discovered with security standards that were once commonly
used, such as those for wired or wireless networks. Aside
from the connection and traffic patterns at CoT, this data is
generated by a multiplicity of sources. This research utilises
three key ML algorithms: KNN, CNN, and NB, with the
main focus being anomaly identification in the CoT. An
examination of anomalies within the BotloT dataset, which
is produced by simulating switches and devices connected to
the IoTs. With an F1 of 99.5%, a CNN can reach an ACC of
99.94%. Positive results regarding the RoC curve and
confusion matrix are demonstrated by the evaluation [22].

Ntambu and Adeshina (2021) offers a paradigm for
proactively tracking and identifying unusual consumption of
virtual machine resources. The proposed model can identify
such an abnormality and pinpoint when it occurred. A range
of virtual machine resource metrics were used to train and
evaluate the model on a workload trace sampling from
virtual machines. For this, turned to Isolation Forest and
OCSVM, two popular SVM approaches. In contrast to
Isolation Forest's 0.93 and 0.80 average F1 for hourly and
daily time series, respectively, OCSVM attained 0.97 and
0.89. Evidently, the model is amenable to both techniques;
nonetheless, OCSVM outperformed Isolation Forest in terms
of classification ACC [23].

Yasarathna and Munasinghe (2020) The main focus was
on analysing data from cloud networks using one-class
classification methods, particularly Autoencoder and
OCSVM, to detect abnormalities. The use of YAHOO data
for anomaly detection in this work is unprecedented, as far as
is known. The results demonstrate that Autoencoder achieves
an ACC of 96.02% and OCSVM achieves an ACC of
79.55% in detecting outliers. Utilising the UNSW-NBI5
benchmarked data set, further investigation into the
effectiveness of a one-class classification method was also



carried out. With an ACC of 99.10%, the Autoencoder
outperformed the OCSVM, which only managed 60.89%.
Neural network-based approaches perform better than
kernel-based methods for anomaly identification in cloud
network data, as shown in the results [24].

Salman et al. (2017) trained learning models to identify
and classify various assaults using a widely used publically
available dataset. Have really employed two supervised ML
methods, namely RF and LR. demonstrate that similarities
across assaults can lead to less accurate classification, even
with excellent detection processes. With an ACC rating of
93.6% in classification and a detection rate of almost 99%,
the data show that some attacks cannot be classified. Then,
should make the case that the same ML methods can be used
to classify multi-cloud setups [25].

The literature demonstrates robust performance of ML
and DL on IDS, but the majority of methods use static
datasets, and therefore, have class imbalance issues, and no
time series modeling of network traffic. One-class and
reinforcement learning have a tradeoff to false positives,
generalization, whereas anomaly detection does not
generalize in [oT and VM scenarios (Table 1). Therefore, it is
evident that there is a need for a robust, sequence-sensitive
framework, such as LSTM, capable of tracking dynamic
traffic patterns, balancing patterns across various attack
types, and providing a stable level of applicability in real-

world cloud database settings.

Table 1: Overview of Recent Study for Threat Detection in Cloud Environment Using Machine Learning

Author Proposed Work Dataset Key Findings Challenges/recommendation
Dhinakaran et | Applied ML for cloud Cloud RF: 95% accuracy; DNN: Reinforcement learning requires
al. (2024) data security using RF, security 97% accuracy (best tuning to reduce false
DNN, and Q-learning. datasets performance); Q- positives/negatives.
learning: 88% detection
with trade-off in false
positives.
Tiwari & Jain Proposed ML + DL UNSW-NB15 Improved anomaly Method relies on previous node
(2022) firewall mechanism detection with 97.68% decisions, requiring optimization for
using “most frequent accuracy. real-time scalability.
decision” method for
packet classification.
Garg et al. Anomaly detection in Bot-l1oT CNN achieved 99.94% Further testing needed in real-world
(2022) Cloud of Things (CoT) dataset accuracy and 99.5% F1- CoT environments with diverse
using KNN, CNN, and score, with superior ROC traffic.
Naive Bayes. and confusion-matrix
performance.
Ntambu & Proactive VM anomaly | VM workload | OCSVM outperformed Isolation Forest less effective;
Adeshina monitoring using trace data with F1-score: 0.97 models require fine-tuning for
(2021) Isolation Forest & (hourly) and 0.89 (daily); different workloads.
OCSVM. Isolation Forest: 0.93 &
0.80.
Yasarathna & | One-class classification YAHOO Autoencoder achieved Neural networks outperform kernel-
Munasinghe (OCSVM & Synthetic & 96.02% (YAHOO) and based methods; class imbalance still
(2020) Autoencoder) for UNSW-NB15 | 99.10% (UNSW-NB15); a challenge.
anomaly detection in OCSVM lower at 79.05%
cloud networks. and 60.89%.
Salman et al. Attack detection and Public dataset Detection accuracy Recommends extending
(2017) categorization using (not specified, >99%, categorization classification to multi-cloud
Linear Regression (LR) likely KDD accuracy 93.6%; environments.
and Random Forest or similar) difficulty in categorizing
(RF). similar attacks.
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Fig 1: Proposed Flowchart for Threat Detection in Cloud
Databases

3. Research Methodology

The methodology begins with pre-process the
CICIDS2017 dataset involving removal of missing and
infinite values, one-hot encoding for categorical labeling,
feature selection, scaling. Split the cleaned data into training
and testing sets after using SMOTE to fix the severe class
imbalance. Finally, to ensure reliable Cloud Database Threat
Identification, introduce an LSTM model for classification
and assess it using industry-standard metrics such as Fl1,
REC, ACC, and PRE. In Fig. 1 shows the whole procedure.

This section lays out the suggested workflow for cloud
database threat detection in great detail.

3.1. Data collection

An updated set of data called the CICIDS2017 dataset is
used to test the hypotheses in this research. Along with both
harmless and harmful assaults, this collection has 28,30,743
records. Fourteen of the most common forms of cyberattacks
are included in this list: DDoS, brute-force SSH, brute-force
FTP, brute-force heartbleeds, and botnets. The following are
examples of data visualisations that were employed to
analyse the distribution of attacks, feature correlations, etc.:
bar plots and heatmaps:

Sample Distribution by Attack Type
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Fig. 2 illustrates the distribution of samples within the
dataset, highlighting the benign traffic compared to attack
categories. The largest portion, shown in blue, represents
benign samples, which make up the majority of the dataset.
Conversely, DoS/DDoS, PortScan, BruteForce, WebAttack
and Botnet types of attacks have much lower percentages
which implies imbalance in classes. Among them, the
proportion of DoS/DDoS and PortScan is much larger than
the proportion of the other attacks, whereas WebAttack and
Botnet are seen as significant fractions. This imbalance
makes it clear that data balancing methods, including
SMOTE, are necessary to provide equitable representation of
each of the classes in the model training.

relation Matrix After SMOTE Balancing

Fig 3: Correlation Heatmap of Features

Fig. 3 shows the connections between the features of the
current dataset. When the correlation coefficient between
two variables is between -1 (very negative correlation) and
+1 (very positive correlation), the heatmap's cells display the
corresponding correlation coefficients; a blue-red colour
gradient denotes the direction and strength of the
relationships. The diagonal values are perfect correlation
(1.0) because each of the features is compared with itself.
The matrix indicates that features that can be highly
correlated with each other are considered to be potentially
redundant, and those that have weak or no correlation. This
kind of analysis is vital to the selection of features and
dimensionality reduction because it could be used to filter
out features that are too much correlated in order to
contribute new value to the model.



3.2. Data pre-processing

Data preparation has been done based on the CICIDS2017
data set, which included concatenation, cleansing, and
feature extraction. The dataset was further pre-treated by
removing missing values, infinite values and noise. Also, the
normalization and data transformation were used. The
processing before processing is described as follows:

e Remove missing value: removing missing values
should not compromise the dataset’s overall
dependability and quality. As a verification tool, it
used the null().sum() method that ensured that the
dataset was free of any missing values entirely after
clean up.

e Removing infinity values: Investigated the dataset
to determine if the infinity values were positive (inf)
or negative (-inf) so that could identify the rows
containing such values. The dataset was cleansed of
any rows containing these values to ensure accurate
model training and to avoid any potential
distortions.

3.3. One-Hot Encoding for data labeling

Data labeling or data annotation refers to the process of
tagging or identifying meaningful labels to raw data in order
to render it useful to machine learning (ML) models. One-
Hot Encoding is a data preprocessing method that transforms
the data in a categorical form into a numerical form that the
machine learning algorithms can comprehend. This is ideal
especially when the categorical variables are nominal in
nature in that the categories do not have an order.

3.4. Feature selection

Feature selection is the procedure by which a subset of
the features present in a dataset that are deemed relevant are
chosen from the original set of features. Eliminating
superfluous or unneeded characteristics is a crucial part of
machine learning that should enhance the model's
performance, simplify it, and make it more understandable.
The use of a feature selection algorithm can be viewed as the
integration of a search method to propose new feature
subsets, and a quality measure that ranks the subsets. The
most straightforward algorithm is to search over all subsets
of features that identify the subset that minimizes the error
rate.

3.5. Normalization using Min-max scaling

Records normalization was done through min max technique
to ensure that the values fell within a range of 0 to 1. This
was done in a bid to maximize the performance of the
classifiers in use and reduce the impact of outliers.

Normalization was done based on the following
mathematical formula (1):
X' = X— Xmin (1)

Xmax—Xmin

where X initially represents the feature's value, X 'its
normalised value, X,,;, its minimum value, and X,,,, its
maximum value.

3.6. Data Balancing with SMOTE

Data balancing is a method for addressing class
imbalance in datasets by managing the distribution of
classes. When one class is significantly under-represented in
a classification task, data balancing is often used to improve
the ACC of the model. One of the techniques that help in
correcting imbalance of classes in datasets especially when
training machine learning models is data balancing with
SMOTE. Fig. 4 indicates the impact of SMOTE since the
dataset is balanced in the synthetically generated samples of
the minority classes, and the classes have an equal
representation. This tuning increases the trustworthiness of
the training procedure and increases the total output of
machine learning models.

Sample Distribution After SMOTE
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3.7. Data Splitting

The dataset was divided into training and testing sets as
part of the data preparation process. To be more specific,
80% of the data set was used as training data, and 20% was
used as testing data to evaluate the model's performance.

3.8. Proposed Long Short-Term Memory (LSTM) Model

The LSTM is great for classifying text because it can
learn how words depend on each other over time. Layered
support vector machines (LSTM) classifiers are a subset of
RNNs, a type of layered network that feeds information
about its outputs into its subsequent layers [26]. Because of
its feedback connections, LSTM can process data in
sequences rather than simply individual points. A long short-
term memory (LSTM) node consists of a cell, an output gate,
a forget gate, and an input gate. The three gates regulate the
information flow within the cell, which is in charge of long-
term value storage. Recurrently connected memory blocks
with three multiplicative gates each make up long short-term
memory (LSTM) layers. The gates in Equations (2) to (7)
continuously read, write, and reset the temporary information
to make sure it's used for the specified amount of time. The
following updates are made to the unit's input, x;, h;_q, Cr—q,
and the unit's output, h;, c;.

iy = o(Wix, + Uph,_y + by) (2
fo = o(Wsx, + Uhy_y + by) (3)
0, = o(Woxe + Ushey + by) 4
g = tanh(VI{qxt + Ughe—y + bg) ®)
= [ Oc1+ i Og; (6)

h, = o, © tanh(c,) @




The logistic sigmoid function is represented by o in the
previous equations, whereas element-wise multiplication is
denoted by . The LSTM unit includes an input gate i;, a
forget gate f;, an output gate o;, a hidden unit Att, and a
memory cell cctt on each time step t. W and U are the
parameters that were learnt, and there is an extra bias that is
represented by b. To no one's surprise, the input gate controls
the quantity of data written to each unit, the forget gate
controls the quantity of data erased from the memory cell,
and the output gate controls the quantity of data exposed
from the internal memory state.

3.9. Evaluation metrics

The effectiveness of the proposed arrangement was evaluated
using a number of performance indicators. By comparing the
actual outcomes with the projected goals of the trained
models, True Negatives (TN), False Negatives (FN), True
Positives (TP), and False Positives (FP) were then computed.
Equations (8) through (11) are then used to develop
performance measurements including REC, ACC, PRE, and

F1:
TP+TN

Accuracy = m (8)
Precision = — ©)
%‘g+FP
Recall = (10)
7I-;I:';—CFL'ISVL'On><Recall
Fl—score =2 X———— (11)

Precision+Recall

The ACC of the trained model is the proportion of
instances where it produced the correct forecast as a
percentage of the total dataset examples. The ratio of the
number of positive examples properly predicted to the total
number of positive cases is the definition of the ACC of a
model's predictions. REC is a measure of the ACC of
positive event predictions relative to the total number of
alternative outcomes. Finding a happy medium between the
two is the goal of the F1, which is a combination of the
harmonic mean of REC and PRE.

4. Results And Discussion

The provided method was replicated using a system that
included 16 GB of random-access memory (RAM), a 250
GB solid-state drive (SSD), a 1 TB hard disc drive (HDD),
an Intel Core i5-8600k processor, and a GeForce 1050Ti 4
GB. The suggested model was trained on the CICIDS2017
dataset and evaluated using various key performance metrics,
including REC, ACC, PRE, and F1, as shown in Table IL
The model was also very precise with the ACC of 98.51%
showing that it is very apt in classification of both normal
and malicious activities. The model has a very low false
positive rate of 99 percent, and hence most of the threats
identified are indeed malicious. These findings suggest that
LSTM model is providing strong and stable threat detection
capacity in cloud database systems.

Table 2: Experiment Results of Proposed Models for of
Threat Detection in Cloud
Matrix | LSTM
Accuracy | 98.51
Precision | 99

Recall 98
Fl-score | 99
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Fig 5: Training And Validation Accuracy Curves for The
LSTM Model

The ACC of the proposed model during training and
validation is displayed in Fig. 5, using 60 epochs. They learn
well since the training ACC (blue line) is lower at the
beginning but speeds up (and the validation ACC, orange
line) as the epoch count increases. The two curves approach
each other steadily and settle at over 95% as they exhibit
steady performance with a slight variation as training
advances. The fact that the ACC of the training and
validation is close indicates that the model has a good
generalization behavior and there is no evidence of
overfitting that may illustrate that the model is robust and
reliable in the detection of threats with ACC.

The training and validation loss of the proposed model,
broken down by epoch, is shown in Fig. 6. The initial losses
are also quite high and the training loss (blue) initially is
close to 1.0 and the validation loss (orange) is close to 0.5.
Nevertheless, the curves diminish drastically during the
initial epochs, which demonstrates that the learning process
is quick and the weight changes effectively. As the training
advances, the losses start to decrease gradually and approach
zero and there is only a few fluctuations in the validation loss
which indicates that performance remains constant. The near
correspondence between training and validation loss proves
that the model does not overfit and has a high level of
generalization, which is reliable and accurate detection of
threats.
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The results of the proposed model classification on the
various classes of attacks and benign traffic are shown in Fig.
7. The diagonal wvalues, indicating the accurate
classifications, are quite high, including 0.99 with BENIG,
0.99 with DoS GoldenEye, 0.99 with DoS Hulk, 0.98 with
DoS Slowloris, 0.97 with FTP-Patator and 0.99 with
PortScan, which means that the detection rates are excellent
in these classes. Slightly smaller and yet high values are
observed in a few classes, including 0.91 of Web Attack
Brute Force, 0.92 of Web Attack SQL Injection and 0.91 of
Web Attack XSS that represent misclassifications to a small
extent. The small off-diagonal values: 0.05 and 0.12 show
the small shares of cases, which were wrongly categorized
into the other types of attacks. All in all, the matrix shows
that the model has very high ACC in the detection of both
benign and attack traffic with most classes having high ACC
of more than 95% correct classification which proves that the
model is effective and reliable in the detection of threats.

4.1. Comparative analysis

The efficiency of the proposed LSTM model is validated
by comparing it to other existing models in Table III. Along
these lines, MLP and SVM models have shown respectable
detection rates of 96.4 and 96.0 %, respectively. XGBoost
has a little worse yet, good performance and the ACC is
94.1% and the Fl is always at 93.7. Comparatively,
DeepGFL achieves very lower levels of effectiveness, only

53.1% ACC and poor REC, which is one of the signs that it
has a problem with generalization or feature learning.
Overall, the findings indicate that deep learning methods,
particularly LSTM, are more effective than traditional
models at detecting cloud threats due to their ability to
capture complex temporal patterns.

Table 3: Comparison Of Different Predictive Models of
Threat Detection in Cloud Databases

Models | Accuracy | Precision | Recall | F1- score
MLP[27] 96.4 97.0 96.6 97
DeepGFL 53.1 - 44.8 53.1
XGBJ[28] 94.1 93.2 94.4 93.7
SVM[29] 96.0 93.12 99.27 96.10

LSTM 98.51 99 98 99

The ability to retain long-term dependencies and
sequential patterns in network traffic, which traditional
models do not address effectively, is a key benefit of the
proposed LSTM model. Its gating mechanisms and memory
cell facilitate it to determine more intricate behaviors and
subtle anomalies, resulting in improved threat detection of
cloud databases. The LSTM model had the top ACC as
illustrated in the experimental results. This high ACC as well
as its high PRE and REC are indicative of the reliability and
strength of the LSTM model in reducing false alarms and
guaranteeing effective cloud database security.

5. Conclusion And Future Study

This research looks at how deep learning-based IDSs
can be used in large-scale network settings to deal with cyber
risks that are getting smarter and more network traffic.
Ineffective threat detection is a result of traditional IDS's
complicated feature engineering, class imbalance in datasets,
and high FPR. Using a combination of deep learning models
can help overcome these limitations. The evaluation results
show that when using the CICIDS2017 data to improve the
ACC and efficacy of threat detection models in cloud
databases, features selection is absolutely crucial. The
models were able to remove unnecessary and unimportant
features thus the models were able to concentrate on the most
important attributes thereby making complex models simple
and enhancing predictive ACC. The XGBoost 94.1%, MLP
96.4%, SVM 96%, and the proposed LSTM model were the
highest performing except at 98.51%. The proposed LSTM
model is very effective in the threat detection of cloud
databases, but there are certain limitations. The study relies
on a single dataset (CICIDS2017), and it may not be
sufficient to capture evolving trends of attacks or other cloud
traffic real-life practices.

Moreover, as SMOTE facilitates the balancing of
classes, synthetic oversampling can also be biased in rare
categories of attacks. Further research in this area can be
based on proving the model on a variety of, heterogeneous
data, the use of more complex imbalance managing
strategies, and the investigation of hybrid deep learning
models, which might combine LSTM with attention models
or graph-based ones, and increase the detectability and
scalability of various dynamic clouds.
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