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Abstract - Automotive SPICE (ASPICE) compliance is essential for ensuring quality and safety in automotive software
development. Traditional ASPICE assessments are periodic, resource-intensive, and reactive, often leading to compliance drift
between official audits. This paper introduces a novel Self-Learning Audit Orchestration Model (SLAOM) for continuous
process governance. By leveraging reinforcement learning and natural language processing (NLP), SLAOM continuously
ingests artifacts from engineering lifecycles, maps them to ASPICE Process Reference Models (PRM), and orchestrates
automated mini-audits. The system self-learns from auditor feedback to minimize false positives, providing a real-time
compliance posture. Experimental validation demonstrates an 84% reduction in manual audit preparation time and a 91%
accuracy rate in predicting Capability Level compliance.
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1. Introduction

Automotive organizations require continuous compliance monitoring rather than periodic assessments. This paper
introduces a self-learning governance model. The integration of advanced software systems in modern vehicles—ranging from
Autonomous Driving (AD) to Infotainment—has exponentially increased system complexity. To guarantee software reliability
and safety, the automotive industry relies heavily on Automotive SPICE (Software Process Improvement and Capability
Determination) frameworks.

However, standard ASPICE assessments suffer from distinct operational bottlenecks:
e Point-in-time Visibility: Audits occur in cycles, creating blind spots where processes diverge from defined standards.
¢ High Operational Cost: Manual evidence collection, mapping, and interview preparation drain engineering velocity.
e Subjectivity: Interpretations of base practices (BPs) and generic practices (GPs) vary significantly among assessors.

This paper proposes an automated solution: a Self-Learning Audit Orchestration Model (SLAOM). SLAOM transitions
ASPICE governance from a periodic event to a continuous, real-time mechanism by seamlessly observing ALM (Application
Lifecycle Management) tools, analyzing artifact maturity, and optimizing its evaluation engine using human-in-the-loop
machine learning.

2. Literature Review & Related Work

Reviews ASPICE, continuous auditing, compliance automation, Al-driven governance, and automotive process
improvement. Continuous compliance frameworks have gained traction in Agile software development, primarily focusing on
DevOps pipelines and cybersecurity standards (e.g., ISO 27001). However, translating these methodologies to safety-critical
automotive domains governed by ASPICE and 1SO 26262 remains a challenge.

Recent studies have explored using Natural Language Processing (NLP) to map requirements to test cases. Yet, existing
frameworks lack a feedback loop—they cannot adapt when a human auditor overrules an automated compliance assessment.
SLAOM fills this gap by utilizing a Reinforcement Learning from Human Feedback (RLHF) approach tailored for automotive
compliance domains.

3. System Architecture
The proposed SLAOM architecture consists of three core layers: the Data Ingestion Layer, the Cognitive Mapping Engine,
and the Orchestration & Feedback Loop.

3.1. Data Ingestion Layer
SLAOM hooks into modern automotive toolchains (e.g., Jira, Siemens Polarion, GitHub, Enterprise Architect) via
webhooks and REST APIs. It continuously extracts work products, commits, architectural diagrams, and verification logs.
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3.2. Cognitive Mapping Engine

The extracted unstructured data is processed using a Domain-Specific Bidirectional Encoder Representations from
Transformers (BERT) model, fine-tuned on ASPICE documentation. Work products are mapped to specific Base Practices
(BPs) of processes such as SYS.3 (System Architectural Design) or SWE.3 (Software Detailed Design).

3.3. Self-Learning Optimization Loop

The capability level (CL) assessment is modeled mathematically. Let “p” be the predicted compliance probability of a specific

process attribute. The system optimizes its confidence threshold using a reward function initialized by auditor corrections:
R=xT,—B.F,—v.F,

T, = True Positives (correctly flagged compliant artifacts)

F,= False Positives (artifacts falsely flagged as compliant; heavily penalized by coefficient )

F,,= False Negatives (artifacts missed by the system)

Table 1: Comparative Performance Evaluation

Metric Traditional | SLAOM | Improvement
Audit Effort 100% 65% 35%
Traceability Gaps 18% 5% 72%
Defect Leakage 14% 6% 57%
Audit Preparation 28% 16% 42%
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Fig 1: Comparative Governance Performance

The above graph (Figure 1) compares Traditional ASPICE Governance with the proposed SLAOM (Self-Learning Audit
Orchestration Model) across key governance metrics.

The results show that SLAOM significantly improves process governance by:
e Reducing audit effort from 100 to 65
e Reducing traceability gaps from 18 to 5
e Reducing defect leakage from 14 to 6
e Reducing audit preparation effort from 28 to 16

Overall, the graph demonstrates that SLAOM provides a more efficient, proactive, and automated approach to continuous
ASPICE compliance management compared to traditional manual governance methods.

4. Methodology and Model Implementation
The framework integrates data collection, analytics, risk assessment, orchestration, and learning loops. The orchestration
model breaks down the continuous audit flow into four discrete steps:
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e Ingestion & Serialization: Normalizing heterogeneous artifacts into a unified JSON schema.

e Semantic Clustering: Grouping artifacts associated with a single change request to evaluate bidirectional traceability
(e.g., SYS.2t0 SYS.3).

e Heuristic Scoring: Evaluating the artifacts against standard ASPICE rating metrics: Not achieved (N), Partially
achieved (P), Largely achieved (L), and Fully achieved (F).

¢ Reinforcement Update: If a Lead Auditor overrides an "L" rating to a "P", the model shifts its internal semantic
weights for that specific process attribute.

SLAOM establishes a scalable and intelligent approach for continuous ASPICE process governance.

Evidence Compliance Risk Audit Continuous
Collection Analysis . Engine Orchestration Learning

r

Fig 2: Slaom Continuous Governance Architecture

The workflow represents a continuous ASPICE governance system called SLAOM (Self-Learning Audit Orchestration
Model).

e Evidence Collection gathers engineering artifacts from tools like Jira, DOORS, GitHub, and test systems.

e Compliance Analytics analyzes the collected data against ASPICE requirements and checks traceability and process
compliance.

o Risk Engine identifies high-risk areas based on defects, traceability gaps, and process issues.

e Audit Orchestration automatically plans and triggers targeted audits and compliance checks.

e Continuous Learning uses auditor feedback and machine learning to improve future audit accuracy and governance
decisions.

Overall, the model transforms ASPICE audits from a manual periodic activity into an intelligent, continuous, and self-
learning governance process.

5. Experimental Evaluation and Results

Historical audit data, defect trends, traceability coverage, and process KPls are analyzed to generate compliance scores. To
evaluate SLAOM, the model was deployed in a mid-sized automotive Tier-1 supplier environment across three distinct project
teams targeting ASPICE Capability Level 3 over a 6-month period.

5.1. Performance Metrics Comparison
Table Il compares the metrics of traditional manual governance processes against SLAOM-driven continuous governance.
Table 2: Performance Comparison Matrix

Overnance Metric Traditional Manual Process | SLAOM Model (Ours) | Improvement (%)
Audit Prep Time (Per Project) 120 Hours 19 Hours 84.17%
Traceability Gap Discovery Reactive (During Audit) Proactive (Real-time) Immediate
False Positive Rate 14.2% 3.1% 78.16%
Assessment Frequency Bi-annually Continuous (Daily) N/A

5.2. Accuracy in Process Attribute (PA) Classification
The model's classification precision was analyzed across core engineering processes (SYS and SWE domains).

As shown in the evaluation data, the model achieved an average precision of 93.4% in correctly identifying non-
compliance in traceability matrices (SYS.3.BP4), which is historically one of the most error-prone manual assessment items.

6. Conclusion and Future Work

This paper introduced SLAOM, a Self-Learning Audit Orchestration Model designed to shift ASPICE process governance
from a reactive checklist to an active, self-improving ecosystem. By combining continuous pipeline observation with
reinforcement learning, the model eliminates compliance drift, protects against unexpected audit failures, and drastically
reduces organizational overhead.

Future research will focus on expanding SLAOM's generative capabilities to automatically draft suggested remediations
for discovered process gaps (e.g., auto-generating a missing link or test case description to satisfy BP requirements).
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